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1. Purpose

Activities critical to societal infrastructures are highly dependent on information systems for continuity and survival. This standard will improve confidence that a system's security controls are adequate and effective in protecting information and that interconnecting systems can be trusted.
The selection and specification of security controls for an information system is accomplished as part of an enterprise-wide information security program that includes the management of risk as a key element.  The Information System Security Assurance Architecture (ISSAA) standard is a risk management process that provides a framework for determining and implementing acceptable security controls for an information system.  The ISSAA standard defines a set (or family) of risk management-related functional components  (Figure 1) that are executed during the system development life cycle of an information system to obtain cost-effective selection, documentation, implementation, and assessment of security controls for an information system; and for making and maintaining system security authorization-to-operate decisions for the information system. The ISSAA can also be referred to as the security life cycle of the information system as it represents the information security-related activities that are carried out within the information system’s overall system development life cycle.  While the ISSAA is information system-centric (i.e., focuses on security controls at the information system level), the scope of  risk management considerations for the ISSAA includes impacts to the enterprise’s mission, operations, people, and assets;  to other enterprises; and to national-level critical infrastructures that can result from compromises in the information system’s (and its information’s) confidentiality, integrity (including authenticity and non-repudiation), and availability.  





FIGURE 1:  THE RISK MANAGEMENT FRAMEWORK
2. Scope of Applicability
This standard specifies the architecture of a systematic approach for managing the health/state of the security controls of information systems, including the cost-effective selection, documentation, implementation, and ongoing assessment of security controls, and for making and maintaining system security authorization-to-operate decisions. The general schema and description of related components are included in this standard.
The scope of applicability of the ISSAA standard is an information system, hereafter referred to as the system under review (SUR). An information system is a discrete set of information resources (i.e., information and related resources, such as personnel, equipment, funds, and information technology) organized expressly for the collection, processing, maintenance, use, sharing, dissemination, or disposition of information.  The ISSAA standard applies to both new and legacy information systems. 
The ISSAA is generic in that it applies to all types of information systems—it does not presume any particular environment, set of hardware and software, or scale of system.  The ISSAA can be applied to a wide range of enterprise information systems that include:

· Desktop & laptop computers

· Large mainframes

· Multinational corporate information systems

· Battlefield information systems

· Major applications

· Industrial process control/SCADA systems
· Telephone switching/private branch exchange (PBX) systems
· Environmental control systems.  
It is up to the enterprise to determine the boundaries of its information systems and to apply the ISSAA to those systems.  
3. Functionality of the ISSAA standard and ISSAA Components

The ISSAA standard consists of functional components that are described below.  The description of each component includes:

· The Purpose of the component

· The Inputs to the component (i.e., Outputs from the previous component)

· A Functional Description of the component

· The Outputs of the component that are Input into the next component in the process
Within the ISSAA standard, each functional component is expected to be able to operate in a stand alone mode.  Furthermore, the ISSAA does not require a specific implementation of a functional component (e.g., a particular algorithm, methodology, approach), except where it has been decided that it is necessary to constrain the choices for interoperability purposes.  The ISSAA does require that any implementation of a specific functional component accept the defined inputs to the component, perform the defined functional processing, and produce the defined outputs. This interpretation of the ISSAA allows different communities to develop community-centric instantiations of the ISSAA using functional components tailored to the community.  The Security Control Supplement Component is an example as it allows implementation of alternative risk assessment methods as long as they all perform the processing that is describe in the functional description of that component.

When applying the ISSAA standard to new and legacy information systems, the ISSAA process begins with the Categorization Component (see Figure 1) and proceeds clockwise to the next functional component in turn.   The output of each component becomes input to the next (i.e., clockwise) functional component in the ISSAA process.  
For a new information system, the Security Categorization component is used, in conjunction with the Security Control Selection component, to determine an initial set of tailored security controls for the SUR.  See the Security Categorization component functional description below.
Since a legacy information system already contains some security controls (i.e., some legacy management, operational, and technical controls), the purpose of executing the Security Categorization and Security Control Selection components is to determine if the security controls in the legacy system need to be adjusted (e.g., decreased, increased) in order to provide a set of security controls comparable to the initial set of tailored security controls that are required for new information system at the same security categorization level.  See the Security Categorization component functional description below.

In either case, once an initial set of tailored security controls are determined, both new and legacy information systems continue the ISSAA process with the Security Control Supplement component.  After execution of the System Authorization Component (see the functional description of the System Authorization Component below), the information system is placed into operational status.  

Once in operation, the system generally continues to operate (i.e., unless it is deactivated) until one or more of the following occurs:

· A change in the information system occurs that could potentially impact the security of the information system (e.g., a configuration or other changes to any of the information system’s resources )

· A change in the environment of the information system that could potentially impact the security of the information system (e.g., new regulations, policies, legislation, that require changes to the information system’s security requirements; newly discovered/disclosed threats and vulnerabilities; a problem encountered during intrusion detection activities)

· A change in the correct/effective operation of one or more controls that could potentially impact the security of the information system
· A pre-specified amount of time has passed that requires the ISSAA process to be re-initiated—starting with the Security Categorization component.
When one or more of the above occurs, the ISSAA cyclic process is likely to be disrupted. In that case, the ISSAA process moves to and executes the component that is most appropriate in light of the occurrence (e.g. Security Control Supplement).  The cycle would then continue with the next sequential component as indicated in Figure 1.
Security Categorization Component

Establishment of a security category for the information system 

Purpose:  To determine the security categorization of an information system and its information types.  Security categorization of an enterprise’s information system and of the system’s related information types allows the enterprise to rank (i.e., prioritize) their information systems based on the security categorization and, based on the ranking/prioritization, identify those systems in most need of protection.

Input:
· Security requirements: those requirements levied on an information system that are derived from laws, Executive Orders, directives, policies, instructions, regulations, or organizational (mission) needs to ensure the confidentiality, integrity, and availability of the information being processed, stored, or transmitted.

· List of all information types processed by the information system.

Functional Description:  The security categorization function establishes security categories for each information type processed by the system and for the information system. The security categories are based on the maximum potential (i.e., worst case) impact to:
· the enterprise’s mission, operations, people, and assets
· Other enterprises 
· National-level critical infrastructures 
(here after referred to as “the maximum potential impact”)

that can result from compromises in the information system’s (and its information’s) confidentiality, integrity (including authenticity and non-repudiation), and availability.  

For each information type processed by the information systems and for the system as a whole, security categorization identifies the maximum potential impact should a breach in security occur in each of the security objective areas of confidentiality, integrity, and availability.  The determination of maximum potential impact takes into consideration the information systems security requirements.  Impact values are defined as Low, Moderate, and High.  

Thus, for each information type processed by the information systems and for the system as a whole, a triple (i.e., a one by three vector) is derived which represents the security categorization of the information type and of the system as a whole.  

The final computation in the Security Categorization Component is to form a new triple that contains the highest impact values (i.e., high water mark) found in each part of the triples (i.e., corresponding to the security objectives of confidentiality, integrity, and availability respectively) that represent the security categorization of the information types and the system as a whole.
Output:   A single triple (i.e., a one by three vector) that represents the security categorization of the system with respect to the security objectives of confidentiality, integrity, and availability. This triple is called the, Security Categorization Triple (SCT).  
Security Control Selection Component

Based on the information system’s SCT, a single security category/impact value (SSCV) for the information system is computed using a high water mark computation, and, based on the SSCV, a set of baseline security controls is selected from a master control catalogue; the baseline security controls are tailored (i.e., adjusted) to meet the unique characteristics of the information system; and a corresponding set of assurance requirements is selected.   The allowable values for the SSCV are Low, Moderate, and High impact.
The ISSAA standard does not prescribe a specific:

· Master control catalogue (MCC)
· Set of baseline security controls
· Set of assurance requirements.  
The choice of these is beyond the scope of this standard. They are defined by each instantiation of this standard. 
However, this component does require that a master control catalogue be created for each instantiation of this standard, as well as, a set of baseline security controls corresponding to the Low, Moderate, and High impact values.  The master catalogue of security controls and the baseline security controls have the following characteristics:
In the MCC, controls are organized by family; each family is composed of one or more specific controls related to the family. A security control specifies what functions the control is intended to perform (e.g., the information system enforces assigned authorizations for controlling access to the system in accordance with applicable policy). Each control in the MCC has a basic version.  In addition, a set of enhancements to the basic version of each control may (or may not) be included in the MCC.  Each control in the MCC and/or the control’s enhancements may have (optional) supplementary guidance (SG) that applies to the control and/or to the control’s enhancements. The SG may be unique in each instantiation of this standard as it reflects control implementation considerations for the specific types of information systems or specific communities-of-interest involved in applying this standard.  

The baseline control sets, designated as Low, Moderate, & High Impact, are constructed from the basic versions of the controls in the MC and appropriate enhancements (along with the associated SG for each) commensurate with the baseline’s impact level in accordance with the following process: 

· Low Baseline:
· For each family, appropriate controls are selected from control catalogue

· Not all controls in each family need be selected

· No enhancements are selected for this baseline

· The Low assurance requirements apply to each control in this baseline

· Moderate Baseline:

· Includes all controls in the Low baseline with (possibly) enhancements

· For each family, additional appropriate controls are selected from control catalogue with (possibly) enhancements

· The Moderate assurance requirements apply to each control in this baseline

· High Baseline:

· Includes all controls in the Moderate baseline with (possibly) additional enhancements

· For each family, additional appropriate controls are selected from control catalogue with (possibly) enhancements

· The High assurance requirements apply to each control in this baseline

It is anticipated that communities-of-interest that decide, as a community, to implement this standard, will agree on the MCC, set of baselines, and assurance requirements that are used in this component of the standard to facilitate comparable and consistent applications of this standard across the community.  

Purpose:  To establish a single security category value (SSCV) for the information system, to select a set of baseline security controls, to select a set of associated assurance requirements, to tailor the baseline security controls for the specific information system, and to use the tailored baseline controls as input to the Risk Analysis Component (described below). 

Input:  The security categorization triple (SCT) for the system (from the Security Categorization Component) 


Functional Description:  Using the input SCT, this function computes a single security category value (SSCV) for the particular information SUR using a high water mark computation (e.g., the SSCV is the highest impact value found in the SCT that was input to this component)
The SSCV is then used to select a set of baseline security controls from the MCC and an associated set of assurance requirements.  The assurance requirements apply to each control in the associated baseline. The assurance requirements are intended to provide confidence that each security control in a baseline is implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system.  Assurance requirements include developer/implementer actions and actions that must be taken while the control is in operation.
Once a baseline has been selected using the SSCV, the functional components of the baseline controls are tailored (i.e., adjusted) to meet information system-specific requirements based on three areas of consideration:  

· Scoping Guidance (which can be technology-related, infrastructure-related, public access-related, scalability-related, common security control-related, and/or risk-related /downgrading)

· Enterprise-Defined Security Control Parameters 

· Compensating Security Controls
These are further defined in Section 10.  

The tailored set of baseline security controls becomes the initial set of security controls for the information system. This set is input to the Security Control Supplement component to begin a risk assessment of the information system. 

As the ISSAA is applied to an enterprise’s information systems, the derived SSCV’s for each information system allows the enterprise to prioritize where its security resources should be invested-- with priority going to High, Moderate, and Low impact information systems in that order.
Output:  

· The single security categorization value of the system (i.e., the  SSCV) 

· The initial set of tailored security controls for the information SUR.
Security Control Supplement Component

This component performs a risk assessment of the information system.

Purpose: Uses a risk assessment process (formal or informal) to refine the initial set of security controls until an acceptable risk level is reached.   This component does not prescribe a specific risk assessment methodology or approach.
Input: 

· Security requirements: those requirements levied on an information system that are derived from laws, Executive Orders, directives, policies, instructions, regulations, or organizational (mission) needs to ensure the confidentiality, integrity, and availability of the information being processed, stored, or transmitted.

· The SSCV for the information SUR
· The initial set of tailored security controls for the information SUR
· Currently available threat and vulnerability information/data

· System-specific threat and vulnerability information

Functional Description:  The ISSAA assumes that enterprises use risk assessment processes (formal or informal) to assist in the selection of controls for their information systems that are cost-effective and that provide acceptable risk to the enterprise.  This component begins the risk assessment process with the candidate set of tailored security controls for the information system that was output from the Control Selection Component above (i.e., as the starting point).  An iterative risk assessment process is conducted until convergence is reached on a target set of security controls.  Convergence on a target set of controls is based on the acceptance of:


· The vulnerabilities expected to be eliminated

· The vulnerabilities expected to remain.  A basic assumption about the risk assessment process is that it is not technically possible or cost-effective to implement a set of controls that eliminates all vulnerabilities in a system (i.e., makes a system totally secure against all possible threats).  No matter how many/much controls are implemented in a system, there will always be remaining vulnerabilities that can be exploited by a threat agent with sufficient technical competence, technical equipment, and financial resources.  For that reason, the standard assumes and acknowledges that there will be remaining vulnerabilities, and the risk assessment attempts to identify the expected/remaining ones. 

· IT security risk to the enterprise, other enterprises, and the national-level critical infrastructures based on implementation of the target control set.  

In most cases, the target control set will be different from the initial set of tailored security controls for the information SUR that was input to this component.   The following will influence the difference:


· Controls added to the initial set to counter threats not adequately covered by the initial set (e.g., to expand threat coverage, to strengthen threat coverage)

· Controls eliminated from the initial set to reduce coverage of certain threats

· that don’t apply to the SUR 
· that the enterprise believes are both low probability & low impact

· due to enterprise’s willingness to accept or transfer risk
Output:  

· The target (i.e., acceptable) set of security controls to be implemented in the information SUR, 

· The threats & vulnerabilities expected to remain  

· Estimates of the residual IT security risk to the enterprise, other enterprises, and the national-level critical infrastructures based on implementation of the target control set
Security Control Documentation Component

Development of an information system security plan.
Purpose:  To develop a security plan for the information system that:

· Documents the information systems security requirements 

· Documents a description of the intent, depth & breadth of the security controls planned or in place
· Documents the decisions/rationale that led to the selection of the controls.
· Contains (either as supporting appendices or as references) other key security-related documents for the information system (e.g., risk assessment, contingency plan, incident response plan, system interconnection agreements)
· Delineates responsibilities and expected behavior of all individuals who access the system

Input: 

· The SSCV of the system
· Security requirements the information system must meet (i.e., those requirements levied on an information system that are derived from laws, Executive Orders, directives, policies, instructions, regulations, or organizational (mission) needs to ensure the confidentiality, integrity, and availability of the information being processed, stored, or transmitted.)
· The target (i.e., acceptable) set of security controls to be implemented in the information SUR
· The threats & vulnerabilities expected to remain after the controls are implemented 

· Key security-related documents for the information system (e.g., risk assessment, contingency plan, incident response plan, system interconnection agreements)
· Estimates of the residual IT security risk to the enterprise, other enterprises, and the National-level critical infrastructures based on implementation of the target control set
Functional Description:

The security plan documents XE "documentation"  the structured process of planning adequate, cost-effective security protection for an information system.  It should reflect input from various managers with responsibilities concerning the system, including information owners, the system operator, and the system security manager.  Additional information may be included in the basic plan and the structure and format organized according to enterprise needs.   The system security plan, in combination with the risk assessment, provides the analysis and rationale to justify the target (i.e., acceptable) set of security controls that have been selected for the system.  
Prior to implementing the target set of security controls in the information system (see the Security Control Implementation component), the approving authority (and possibly other senior enterprise stakeholders) reviews the security plan to render a judgment on the adequacy of the target security controls.  If the risk is deemed unacceptable, the Security Control Supplement component and the Security Control Documentation components are executed (with appropriate parameter changes) until a new target set of security controls is developed that reduces risk to a level acceptable to the authorizing official.  The acceptance of the system security plan represents an important milestone in the ISSAA process. By accepting the system security plan, the authorizing official is agreeing that the set of target security controls, if implemented correctly and operating correctly, will meet the security requirements for the information system and provide acceptable risk.
Output:

The Security Plan for the System Under Review that:

· Documents the system security categorization (both SCT & SSCV) of the system
· Documents the security requirements the information system must meet (i.e., those requirements levied on an information system that are derived from laws, Executive Orders, directives, policies, instructions, regulations, or organizational (mission) needs to ensure the confidentiality, integrity, and availability of the information being processed, stored, or transmitted.)
· Documents the security controls planned or in place

· Documents the decisions/rationale that lead to the selection of the controls.
· Contains (either as supporting appendices or as references) other key security-related documents for the information system (e.g., risk assessment, contingency plan, incident response plan, system interconnection agreements, concept of operations)
· Delineates responsibilities and expected behavior of all individuals who access the system

Security Control Implementation Component

Implementation of the information system’s security controls takes place in this component as part of the overall system development life cycle (SDLC). 

Purpose:  The developer/implementer of the system’s controls: designs, develops, implements, and tests the system’s security controls that are documented in the System Security Plan.

Input:  The security plan developed in the Security Control Documentation Component

Functional Description:  This component is part of the SUR’s development life cycle (including acquisition), implementation, and testing phases within the overall SDLC.  During this component, the information system’s security controls are designed, developed, implemented, and tested by the developer/implementer. 
Output:  

· The developer’s/implementer’s security test plan and configuration management documentation

· Results/evidence of the developmental security test and evaluation activities for possible reuse by the independent third party assessor (ITPA) during the Security Control Assessment component

· Commensurate with the control’s SSCV and the assurance requirements associated with the SSCV, the documentation the developer/implementer of the system’s controls is required to provide (if any) about the design/implementation of the control (for use by the ITPA in the Security Control Assessment component.)
· Documentation describing how the representatives of the user organization validated and verified that the functionality described in the control statement is actually implemented correctly in the SUR (and is included in the SUR’s deliverables). 

Security Controls Assessment Component 
(Often called Security Certification)
Assessment of the all of the implemented security controls (management, operational, and technical) in the SUR.
Purpose:  The purpose of this component is to determine the extent to which the security controls in the SUR are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system—as documented in the security plan that was produced as output from the Security Control Documentation component.  The successful completion of this component provides the authorizing official with the information needed to determine the risk to the enterprise, other enterprises, and to national-level critical infrastructures, and thus, enables the official to render an appropriate security authorization-to-operate decision for the information system. While the assessment of the security controls is conducted by an ITPA, for a SUR that has a Low SSCV, the information system owner may conduct a self-assessment (i.e., an ITPA is not required to participate in any aspects of this ISSAA Component.). In the discussion that follows, it is assumed that the ITPA may be a representative of the information system owner for SURs having a Low SSCV.
The ISSAA standard does not prescribe specific assessment methods and procedures for performing control assessments. These are outside the scope of this standard.  However, for each instantiation of this ISSAA standard, specific assessment methods and procedures must be created for assessing: every control in the MCC, related enhancements, and the assurance requirements.  As with the baseline security controls, the specific assessment methods and procedures may be tailored (i.e., adjusted) to meet information system-specific requirements.
Input: 

· The Security Plan for the SUR

· The developers security test plan and configuration management documentation

· Results/evidence of the developmental security test and evaluation activities for possible reuse by the ITPA during the Security Control Assessment Component
· Commensurate with the control’s SSCV and the assurance requirements associated with the SSCV, the documentation the developer/implementer of the system’s controls is required to provide (if any) about the design/implementation of the control (for use by the ITPA in the Security Control Assessment component.)

· Documentation describing how the representatives of the user organization validated and verified that the functionality described in the specification is actually implemented correctly in the system (and the system’s deliverables). 

Functional description:  The objective of the Security Control Assessment component is to: (i) prepare for the assessment of the security controls in the information system; (ii) conduct the assessment of the security controls; and (iii) document the results of the assessment. At the completion of this component, the ITPA will be able to determine the extent to which the security controls in the information system are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the information system. The ITPA will also be in a position to make recommendations on corrective actions for security control deficiencies and offer advice to the information system owner and authorizing official on how the known vulnerabilities in the system translate into risk. 

Preparation for security assessment involves gathering appropriate planning and supporting materials, system requirements and design/implementation documentation, security control implementation evidence, and results from previous security assessments, security reviews, or audits. Preparation also involves selecting and tailoring the specific methods and procedures needed to assess the security controls in the information system and developing a security assessment plan that will be followed by the ITPA. 

Using the security assessment plan, the ITPA conducts the security control assessment by applying the specific tailored assessment methods and procedures (e.g., interview, examination, test) to control-related assessment objects (e.g., individuals, specifications, activities, mechanisms) and by compiling/producing the information that is used to determine the overall effectiveness of the security control (i.e., is the control implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the information system).  The assessor findings (i.e., the determinations made) should be an objective reporting of what was found when comparing the actual findings to the expected or planned findings.  
A finding of satisfied indicates that the assessment result for the control is fully acceptable.  A finding of other than satisfied indicates that the assessment information obtained indicates potential anomalies in the operation or implementation of the control that may need to be addressed by the organization.  A finding of other than satisfied may also indicate that for reasons specified in the assessment report, the assessor was unable to obtain sufficient evidence to make the particular determination.  The assessor findings (i.e., the determinations made) should be an objective reporting of what was found concerning the security control assessed.  For each finding of other than satisfied, assessors should indicate which parts of the security control are affected by the finding (i.e., those aspects of the control that were deemed not satisfied or were not able to be assessed) and describe how the control differs from the planned or expected state.  Any potential for compromises to confidentiality, integrity, and availability due to an other than satisfied finding should also be noted by the assessor.

The assessment information produced by the assessor (i.e., objective findings of satisfied or other than satisfied, identification of the parts of the security control that did not produce a satisfactory result, and a description of any resulting potential for compromises to the information system) is provide to the information system owner.  
An algorithm/method for aggregating assessment findings for the individual control assessments is required for this component but is not predefined in the ISSAA (i.e., is outside the scope of this standard).  Each instantiation of this standard is expected to include/develop its own aggregation algorithm/method.
The assessment results produced by the ITPA (e.g., findings of satisfied or other than satisfied) and the supporting rationale are sent to the information system owner who subsequently must make an overall determination regarding the effectiveness of the security controls employed in the system.  The assessment results are the primary information source for the Plan of Actions and Milestones (POAM), a document providing a detailed roadmap for correcting the noted deficiencies in the security controls (see Output section of this component).  Security assessment results should be fully documented at the level of detail appropriate for the assessment in accordance with the reporting format prescribed by organizational policy and procedures.

Authorizing officials use the results from the security assessment to decide whether the information system should be approved-to-operate or continue-to-operate in an approved status (see the System Authorization component).

Output:  
Security authorization-to-operate package containing:

· The security control assessment report from the ITPA providing the results of the independent assessment (or self-assessment in the case of a LOW SSCV) of the security controls and recommendations for corrective actions; 

· The plan of action and milestones (POAM) from the information system owner indicating actions taken or planned to correct deficiencies in the controls and to reduce or eliminate vulnerabilities in the information system; 

· The updated system security plan with the latest copy of the risk assessment.
System Authorization Component 
(Often called system security accreditation)

Purpose:  The purpose of this component is for the authorizing official to determine if the remaining known vulnerabilities in the information system (after the implementation and assessment of the agreed-upon set of security controls documented in the system security plan) pose an acceptable level of risk to the enterprise, to other enterprises, and to national-level critical infrastructures. Upon successful completion of this component, the information system owner will have: authorization-to-operate the information system; an interim authorization-to-operate the information system under specific terms and conditions; or denial of authorization-to-operate the information system.  In some communities, the decision to authorize (i.e., approve) the operation of an information system based upon an assessment of the system’s security controls, is referred to as system security authorization-to-operate.  

Input: 
Security authorization-to-operate package containing:

· The security control assessment report from the ITPA providing the results of the assessment (or self-assessment in the case of a LOW SSCV) of the security controls and recommendations for corrective actions; 

· The plan of action and milestones from the information system owner indicating actions taken or planned to correct deficiencies in the controls and to reduce or eliminate vulnerabilities in the information system; 
· The updated system security plan with the latest copy of the risk assessment
Functional description: 
The objective of the Security Authorization Component is to: (i) make a security authorization-to-operate decision; and (ii) develop the security authorization-to-operate documentation, including the rationale for the decision.

The security authorization-to-operate decision is based, in part, on a determination of risk to the enterprise, other enterprises, and to national level critical infrastructures; and to determine if that risk is acceptable. Based on the ITPA’s assessment results (i.e., produced in the security control assessment component) and information from other enterprise officials (e.g., the information system owner, information system security office), the authorizing official obtains an independent confirmation of the identified vulnerabilities in the information system and a list of planned or completed corrective actions to reduce or eliminate those vulnerabilities. It is this information that is used, in part, to determine the final risk and the acceptability of that risk.
The authorizing official considers many factors when deciding if the risk to the enterprise, other enterprises, and to national level critical infrastructure is acceptable. Balancing security considerations with mission and operational needs is paramount to achieving an acceptable authorization-to-operate decision. The authorizing official renders an authorization-to-operate decision for the information system after reviewing all of the relevant information and, where appropriate, consulting with key enterprise officials.
If the authorizing official deems that the risk is acceptable, an authorization-to-operate is issued. The information system is authorized to operate without any restrictions or limitations on its operation.
If the authorizing official deems that the enterprise-level risk is unacceptable, but there is an important enterprise-related need to place the information system into operation, an interim authorization-to-operate may be issued. The interim authorization-to-operate is a limited authorization under specific terms and conditions including corrective actions to be taken by the information system owner and a required timeframe for completion of those actions. A detailed plan of action and milestones should be submitted by the information system owner and approved by the authorizing official prior to the interim authorization to operate taking effect. The information system is not authorized-to-operate during the period of interim authorization-to-operate. The information system owner is responsible for completing the corrective actions identified in the plan of action and milestones and resubmitting an updated security authorization-to-operate package upon completion of those actions.  In this case, the Security Authorization component would be executed again with the updated security authorization-to-operate package.
If the authorizing official deems that the enterprise-level risk is unacceptable, the information system is not authorized for operation and thus is not authorized-to-operate.  The information system owner is responsible for determining what to do about this situation.  This decision will determine which ISSAA component is executed next.
The authorizing official prepares the final security authorization-to-operate decision letter. The letter includes the authorization-to-operate decision, the rationale for the decision, the terms and conditions for information system operation, and required corrective actions, if appropriate. The authorization-to-operate decision letter indicates to the information system owner whether the system is: (i) authorized to operate; (ii) authorized to operate on an interim basis under strict terms and conditions; or (iii) not authorized to operate. The supporting rationale provides the information system owner with the justification for the authorizing official’s decision. The terms and conditions for the authorization provide a description of any limitations or restrictions placed on the operation of the information system that must be adhered to by the information system owner. The security authorization-to-operate letter and the original authorization to operate package (i.e., that was input to this component) are included in the final authorization-to-operate package. The contents of the authorization to operate package are protected in accordance with enterprise policy.

Output: 
The final authorization to operate package which contains:

· The original authorization to operate package (i.e., that was input to this component)

· The authorization to operate decision letter indicating one of three possible decisions:

(i) Authorization to operate the information system; 

(ii) An interim authorization to operate the information system under specific terms and conditions; 

(iii) Denial of authorization to operate the information system.  

In the later 2 cases, corrective actions will have to be taken over a reasonable period of time to enable the system to obtain full authorization to operate.
Security Control Monitoring Component

This component provides for monitoring of the SUR’s security controls and configuration on a continuous basis to identify events that require changes to the SUR’s security controls or the addition of new security controls.  

Purpose:  The purpose of this function is to monitor the SUR in order to identify events that negatively impact the security of the SUR, thereby increasing security risk; to inform the authorizing official when such events occur; and to perform requisite actions that reduce risk to acceptable levels.   Events include: new/revised legislation, policy, regulations; controls that are no longer operating correctly; changes to the SUR’s configuration (i.e., HW, SW, firmware) or operational environment; and new threat types or increased threat levels.  The activities in this component are performed continuously throughout the productive life of the information system.

This component consists of three activities: (i) Configuration management and control, (ii) Security control monitoring, and (iii) Status reporting and documentation.
Input:  

· New legislation, policy, regulations and other environmental/external changes that could require changes to the SUR’s security impact category and/or its security controls.
· Description of proposed or actual configuration changes to the information system’s software, hardware, and firmware.
· The SUR’s latest risk assessment documentation
· Recent assessment findings and reports of the SUR (e.g., GAO, IG, internal & external audits, independent third parties) 

· The final authorization to operate package (output from the System Authorization Component)

· The developers security test plan and configuration management documentation

· Results/evidence of the developmental security test and evaluation activities for possible reuse by the ITPA during the this Component

· Documentation describing how the representatives of the user organization validated and verified that the functionality described in the specification is actually implemented correctly in the system (and the system’s deliverables). 
· The configuration management plan
· Functional description:  
Configuration management and control: The objective of configuration management and control is to document proposed to the information system, and to determine if the changes will impact the security relevant portions of the SUR.  Documenting information system changes and assessing the potential impact on the security of the system on an ongoing basis is an essential aspect of maintaining the system security authorization-to-operate.
An information system will typically be in a constant state of migration with upgrades to hardware, software, or firmware and possible modifications to the system’s environment.  Changes to the information system may affect the effectiveness of the security controls currently in place, produce new vulnerabilities in the system, or generate requirements for new security controls that were not needed previously. An analysis is conducted to determine if the proposed changes to the information system will affect the security of the information system.  Based on the analysis, the information system owner or information system security officer, in consultation with the user representatives or other enterprise officials, decides on actions to be taken to reduce the risk to the SUR from configuration changes to an acceptable level. If the results of the analysis indicate that the proposed changes to the SUR will affect the security of the information system, corrective actions should be initiated and the plan of action and milestones revised.
Security control monitoring:  The objective of security control monitoring is to select an appropriate set of security controls in the information system to be monitored; and to assess the designated controls to ensure they are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system.

The criteria established by the information system owner for selecting which security controls will be monitored reflects the enterprise’s priorities and importance of the information system to the enterprise. For example, certain security controls may be considered more critical than other controls because of the potential impact on the information system if those controls were subverted or found to be ineffective. The security controls being monitored are reviewed over time to ensure that a representative sample of controls is included in the ongoing security assessments. The authorizing official and information system owner agree on the subset of security controls in the information system that should be monitored as well as the frequency of such monitoring activity. The level of effort (i.e., degree of rigor and formality) applied to the security control selection process is commensurate with the SSCV of the SUR (i.e., the level of effort increases as the potential impact on enterprise operations, enterprise assets, or individuals increases).

The continuous monitoring of security controls can be accomplished in a variety of ways including security reviews, self-assessments, security testing and evaluation, or audits. While the specific methods and procedures employed to assess the security controls during the monitoring process are at the discretion of the information system owner, they should be taken from the specific assessment methods and procedures that were created during the instantiation of this standard for the Security Controls Assessment Component. The monitoring process is documented and available for review by the authorizing official or senior enterprise information security officer, upon request. If the results of the security assessment indicate that selected controls are less than effective in their application and are affecting the security of the information system, corrective actions should be initiated and the plan of action and milestones updated. The level of effort (i.e., degree of rigor and formality) applied to the assessment of security controls is commensurate with the SSCV of the SUR (i.e., the level of effort increases as the potential impact on enterprise operations, enterprise assets, or individuals increases).

Status reporting and documentation: The objective of status reporting and documentation is to report the security status of the information system to the authorizing official and senior enterprise information security officer; update the system security plan to reflect the proposed changes to the information system; and update the plan of action and milestones based on the activities carried out during the continuous monitoring phase. 
The information in the security status reports (typically conveyed through updated plans of action and milestones) is used to determine the need for security re-authorization to operate.  The security status report describes the continuous monitoring activities employed by the information system owner and includes updates to the plan of action and milestones. The plan of action and milestones addresses vulnerabilities in the information system discovered during the security control monitoring and how the information system owner intends to deal with those vulnerabilities (i.e., reduce, eliminate, or accept the vulnerabilities). The frequency of security status reports is at the discretion of the enterprise. The status reports occur at appropriate intervals to transmit significant security-related information about the system, but not so frequently as to generate unnecessary paperwork. The authorizing official uses the security status reports to determine if a security re-authorization-to-operate is necessary. The authorizing official notifies the information system owner if there is a decision to require a re-authorization-to-operate of the information system. A decision to re-authorize operation of the information system begins with the system authorization component. The security status report is marked and handled in accordance with enterprise policy.
As the system security plan should contain the most up-to-date information about the information system, changes to the information system are reflected in the system security plan. The frequency of system security plan updates is at the discretion of the information system owner. The updates occur at appropriate intervals to capture significant changes to the information system, but not so frequently as to generate unnecessary paperwork. The authorizing official, information system owner, information system security officer, and ITPA use the system security plan to guide any future security control assessment and system authorization-to-operate activities, when required.
Output:  

· Documentation of the SUR’s configuration changes and an assessment of the potential impact on the security of the SUR 
· Security Status Report on the SUR based on the monitoring activity, including problems encountered that require change to security controls (if any)

· The security status report includes:
· Documentation on the monitoring process, including the criteria established for selecting which security controls will be monitored.  Criteria should be based on the enterprise’s priorities and importance of the information system to the enterprise.
· Updated system security plan as a result of the monitoring activity
· Updated plan of actions and milestones as a result of the monitoring activity

4. Demonstrating Conformance to the ISSAA Standard

Conformance with the ISSAA standard facilitates making trust-based decisions when interconnecting information systems and sharing information.  Since the ISSAA is a process-oriented standard applied to an information system, there is significant latitude in the implementation of this standard by enterprises or even by organizations within each enterprise.   However, this ISSAA standard does describe the functional characteristics of each component including its purpose, inputs, functional description, and output results.  Consequently, application of the standard to an information system results in definitive outputs (e.g., actions, documentation, and other evidence) that can be analyzed to assess the degree of conformance to the ISSAA standard and to provide insights into the organization’s approach to information system security. Due to the degree of implementation latitude mentioned above, assessing the degree of conformance to the ISSAA can be very subjective.  Never-the–less, there are some criteria that can be used to assess conformance to the ISSAA:
· The security life cycle of the information system shall conform to the process flow of the ISSAA standard and be consistent with the relationships of the activities as depicted in the Risk Management Framework (Figure 1).

· Even when using alternative approaches for one or more of the ISSAA components, conformance with the ISSAA standard may be claimed/achieved as long as:

·  The relationships among and the flows between the ISSAA components is  maintained (i.e., the inputs an outputs of the components)

· The alternative approach meets the functional intent of the component (as described in the Functionality of the ISSAA standard and ISSAA Components Section of this standard), 

· The required documentation and evidence is produced (as described in the Functionality of the ISSAA standard and ISSAA Components Section of this standard), 

· Instantiations of the ISSAA standard allow users to extend the ISSAA with required processes and flows that are not defined in the ISSAA standard.  These are the only extensions permitted, provided that an existing mechanism for this same purpose is not present in the ISSAA standard.  Since the extensions are outside the scope of the ISSAA standard, the extensions have no bearing on conformance determinations.
· Determination of conformance to the ISSAA is based on an assessment of the actions, documentation, and other evidence that are produced when applying the ISSAA to an information system (i.e., SUR).  The level of conformance assessment should be commensurate with the security categorization of the information system.  For example, in the case of a Low Impact security category system, the assessment might consist of activities such as visual identification and brief scanning of the actions, documentation, and other evidence.    For a high Impact security category system the assessment might consist of thorough analysis of the actions, documentation, and other evidence.

· Factors considered in making an assessment of the actions, documentation, and other evidence include: completeness, consistency, and correctness
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