Applying the ISSAA to large complex SURs:  System decomposition/composition
Boundaries for Large and Complex Information Systems

The application of security controls within large and complex information systems, even when using FIPS Publication 199 to categorize those systems, may be cost prohibitive and technically infeasible for the agency.  Accordingly, any attempt to assess the security controls in such systems may also be cost prohibitive and unrealistic.  To make this problem more manageable, authorizing officials should examine the nature of the information systems being considered for security certification and accreditation and the feasibility of decomposing the systems into more manageable components.  The decomposition of large and complex systems into multiple components, or subsystems, facilitates the application of the security certification and accreditation process in a more cost effective manner.

For large and complex information systems, the authorizing official and senior agency information security officer may define subsystem components with established subsystem boundaries.  The decomposition into subsystem components should be reflected in the system security plan for that large and complex information system.  Each subsystem component is fully described in the system security plan, an appropriate security category assigned in accordance with FIPS Publication 199, and an appropriate set of security controls identified.  The extent to which the security controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the information system, can be determined by combining security assessments at the subsystem level and adding system-level considerations.  This facilitates a more cost effective certification and accreditation process by enabling scaling of the effort at the subsystem level in accordance with that subsystem’s security category and allowing for reuse of certification results at the system level.

To illustrate a simple example of system decomposition and the resulting subsystems, consider a general support system that contains a system guard that monitors the flow of information between two local area networks.  The general support system, in this case, can be partitioned into three subsystem components: (i) local area network Alpha; (ii) local area network Bravo; and (iii) the system guard separating the two networks.
   When all subsystems within the information system have completed the security certification process, an additional certification is performed on the system-level security controls not covered by the individual subsystem certifications, and the results are bundled together into the accreditation package and presented as evidence to the authorizing official.  Figure 2.2 illustrates the concept of information system decomposition and the security certification and accreditation process for a large and complex system.


Guidelines for Applying ISSAA to Decomposition of a SUR:

· The enterprise management authority has the responsibility of deciding which subsystems will have ISSAA applied to them and for integrating these subcomponents into the overall ISSAA process for the SUR. 

· One or more independent subsystems can be identified within the SUR, to which the ISSAA can be applied.  (More subsystems may also be present to which the ISSAA is not applied.)

· The identified subsystem(s) interface with each other and the other subsystems only through external (to each subsystem)/defined interfaces.
· The ISSAA process for the subsystem(s) is/are coordinated and consistent with the ISSAA process for the system as a whole.  A perturbation in a subsystem’s ISSAA process could result in a perturbation to the ISSAA process for the overall system.
Benefits of Applying ISSAA to Decomposition of a SUR:

· Ability to tailor security controls to specific subsystems with the SUR, resulting in cost savings and efficiencies.

· The results of applying ISSAA to one or more subsystems can contribute to the ISSAA process of the overall system. (e.g. type accreditation)

General Support System Boundary





Subsystem Boundary





local area network bravo





Subsystem Boundary





system guard





Subsystem Boundary





local area network alpha











System security plan reflects information system decomposition with adequate security controls assigned to each subsystem component


Security assessment methods and procedures tailored for the security controls in each subsystem component and for the combined system level


Security certification performed on each subsystem component and on system-level controls not covered by subsystem certifications


Security accreditation performed on the information system as a whole
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� Each subsystem component within the information system can be assigned a security categorization in accordance with FIPS Publication 199. The overall security categorization of the information system can be determined by taking the high water mark of the security categorizations of the individual subsystem components.





