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Introduction

(This introduction is not part of IEEE P1700, Standard for Information System Security Assurance Architecture.)

This is the first of a group of standards to be used to manage enterprise risks associated with the use of an enterprise’s information system.  The ISSAA is a comprehensive process model for the cost-effective selection, documentation, implementation, and assessment, of security controls for an information system; and for making and maintaining system security accreditation decisions.  The other standards in this group are ISSAA component standards of this architecture. Making a single standard encompassing all of these components was rejected: such a standard would be too complex and impossible to publish in a meaningful time frame.  The granularity of a group of component standards offers all the benefits that a single standard could not: manageable complexity, attainable conformance assessment, dynamic updating (the standards themselves must be adaptive), and shorter publication timelines.

At the time this standard was completed, the working group had the following membership:
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IEEE Standard for Information System Security Assurance Architecture (ISSAA)

1.0 Overview

The IEEE Standard for Information System Security Assurance Architecture (ISSAA) and the ISSAA component standards (when completed) will improve the effectiveness of information security controls over information and information systems that support enterprise operations and assets.  These standards and the documentation/evidence that results from applying them provide a trust mechanism for an organization to use as a basis for making a decision to connect one or more of its information systems to other systems within the enterprise or to information systems of another enterprise, such as a potential business partner.  When two enterprises apply the ISSAA & ISSAA component standards to their information systems, there is a stronger basis for making mutual trust decisions with respect to connecting their respective systems.  The ultimate result is improved confidence in the security of information system connections and in information sharing among the enterprises.

This standard describes the motivations for and details of the overall Information System Security Assurance Architecture. Although the architecture may suggest a particular design or implementation, it is not the IEEE’s intent to favor a specific implementa​tion satisfying the ISSSA. Indeed, it should be possible to implement a number of solutions to satisfy the ISSSA and the ISSAA component standards provided they conform to the approved IEEE standards (including production of the documentation and evidence needed to demonstrate conformance).

While the ISSAA is applicable to information systems in an enterprise, the broader context for the ISSAA is:

· The information system’s role in supporting the mission, goals, and objectives of the enterprise 

· The potential impact on the enterprise’s mission, goals, and objectives should there be a breach in security of the information system.  

From an enterprise’s perspective, the desire for the enterprise to meet its mission, goals, and objectives requires that the enterprise established enterprise-wide policies, business-oriented controls, checks and balances, and governance rules.   Typically, business decision-making is based on business-oriented risk management processes. Bear in mind that there are many business-related events that, when they occur, can negatively impact the enterprise’s ability to meet its mission, goals, and objectives.  In this context, the security of any particular enterprise information system is significant/important when a breach in its security can negatively impact the enterprise’s ability to meet its mission, goals, and objectives.  The ISSAA and the ISSAA family of standards provide a recommended approach to minimize the risk to the enterprise from breaches in an information system’s security.  The ISSAA and ISSAA family of standards does not minimize risk from other types of business-related events.

1.1 Scope

The ISSAA is a comprehensive process model for the cost-effective selection, documentation, implementation, and assessment, of security controls for an information system; and for making and maintaining system security accreditation decisions. While the ISSAA is system-centric (i.e., focuses on controls at the system level), the broader context for the ISSAA is the risk to the enterprise’s mission, operations, assets, etc. that can result from compromises in the system’s (and its information’s) confidentiality, integrity, and availability.  The ISSAA is comprised of a family of component standards (hereafter referred to as the “ISSAA components”) that will be developed in parallel with the ISSAA standard.  Table 1 includes a description of the ISSAA and the ISSAA components; and identifies contributions from NIST that are being proposed as candidates for each of the ISSAA components

Table 1 – The IEEE P1700-2005 ISSAA & ISSAA Component standards

	Component Standard Description
	Candidate Standard (s) 

	IEEE Information System Security Assurance Architecture (ISSAA)
	IEEE Std 1700-2005

	Security Categorization of Information and Information Systems 

Security Mapping of Information into Security Categories
	NIST FIPS 199 (Completed)


NIST SP 800-60 (Completed)

	Security Control Selection 
	NIST FIPS 200 (Not Started)
NIST SP 800-53 (In Progress)

	Security Control Refinement
	NIST SP 800-30 (Completed)

	Security Control Documentation
	NIST SP 800-18 (Completed)

	Security Control Implementation
	NIST SP 800-64 (Completed)

NIST SP 800-70 (In Progress)

	Security Control Assessment
	NIST SP 800-37 (Completed)
NIST SP 800-53A (In Progress)

	System Authorization
	NIST SP 800-37 (Completed)

	Security Control Monitoring
	NIST SP 800-37 (Completed)


The IEEE ISSAA is generic in that it applies to all types of information systems—it does not presume any particular environment, set of hardware and software, or scale of system.  The ISSAA can be applied to a wide range of enterprise information systems that include:

· Desktop & Laptop computers

· Large mainframes

· Multinational corporate information systems

· Battlefield information systems

· Major applications

· Process Control/SCADA systems

· Systems of systems.  

It is up to the enterprise to determine the boundaries of its information systems and to apply the ISSAA to those systems.  Guidance on how to make this determination is addressed in Section 1.3 below.

While the ISSAA and the ISSAA components are not intended to be technical interoperability standards, compliance with these standards does provide a basis for making trust-based decisions when interconnecting information systems and sharing information between information systems.  The ISSAA describes the inter-relationships and dependencies between the ISSAA components and describes the functional characteristics of each component including its purpose, inputs, functional description, and output results (e.g., documentation and other evidence of actions taken).

The ISSAA and ISSAA component standards are intended to be of use to several audiences:

· Those interested in an introduction to the IEEE P1700, Standard for Information System Security Assurance Architecture and to its benefits 

· Those interested in implementing the ISSAA and the ISSAA components to improve the security of their information systems; resulting in reduced risk to the enterprise

· Those interested in interconnecting an enterprise’s information systems to other information systems within the enterprise or to information systems of other enterprises for the conduct of business or exchange of information. 

Readers should be aware that the ISSAA and ISSAA components are primarily reference documents, and as such, may be orga​nized in a manner that is not conducive to sequential reading. (Feel free, for example, to skim or skip ahead of the Definitions clause, Clause 3 in this standard, as you read.)

The authors of the IEEE P1700 ISSAA standard expect that additional publications will be developed, over time, that specify the ISSAA components. It is intended that the approved IEEE P1700 ISSAA standard be considered the definitive reference to the ISSAA, and that the additional publications will be considered the definitive references to the ISSAA component standards.  However, for those ISSAA components that have not been completed by the time the IEEE P1700 ISSAA is approved, it is recommended that enterprises use one or more of the following alternative approaches (listed in priority order) until the components have been completed, approved and issued as IEEE standards:

· Utilize the latest version of the draft component standard, if one exists 

· Utilize the methods/approaches being considered as candidates for the components’ standards by the IEEE/IA ISSAA working group.

· Utilize NIST issued guidance/standards, if available

· Utilize comparable guidelines/standards issued by other voluntary consensus-based standards organizations, if available

· Utilize methods/approaches from other reliable public or private sector sources that meet the functional intent of the planned standards and produce comparable outputs to those expected from the planned standards.

It is expected that vendors will implement proprietary commercial products that assist enterprises apply the ISSAA and ISASAA components to information systems within the enterprise.  These proprietary products must not change the required aspects specified in the IEEE standards. These products may add value by significantly improving the ability to apply the ISSAA and ISSAA components (e.g., through automated assistance, increased/additional functionality) to an enterprise’s information systems. Over time, proprietary value-added extensions may be proposed as additions to the IEEE standard. However, until such extensions are incorporated into an approved IEEE standard, they are not considered part of the existing standard(s).

1.2 Purpose

This use of the ISSAA and, when developed, the ISSAA components provides enterprises with significant benefits.  These include:

· A common framework and vocabulary for discussing enterprise-wide and information system risk management-related activities

· A clear path for improving the security of an information system that can be followed by an information system’s security-related staff 

· An information system security categorization standard that, when used within an enterprise:

· Allows the enterprise to prioritize its information systems based on criticality of the systems to the enterprise 

· Facilitates the allocation of limited enterprise security resources to those systems of highest criticality.

· A standard process for enterprises to use for the selection, documentation, implementation, and assessment, of security controls for an information system; and for making and maintaining system security accreditation decisions.   The process supports:

· Enterprise-wide uniformity, consistency, and comparability in the security controls for systems of similar security categorization

· Control selection, implementation, and assessment that reduces enterprise risk (e.g., mission fulfillment, business continuity, loss of lives, destruction/loss of assets) to an acceptable level 

· The ISSAA process results in outputs (e.g., actions, documentation, and other evidence) that can be used to assess an enterprise’s conformance to the ISSAA and the ISSAA components

· Improved confidence in security of an information system when it is determined that the enterprise’s application of the ISSAA (and the ISSAA components) to the information system is in compliance with the IEEE ISSAA standard (s). 

· When the ISSAA process is used within an enterprise (i.e., on its information systems), its outputs provide a trust mechanism for use in making decisions to interconnect enterprise information systems or to share information between information systems in the enterprise

· When the ISSAA process is used by separate enterprises (i.e., on their information systems respectively), the outputs provide a trust mechanism for both enterprises to use in making their respective decisions to interconnect to or share information with the information systems of the other enterprise

The use of the ISSAA and ISSAA components will not:

· Ensure, guarantee, or assure that an information system is “secure”.   In the context of an information system, “secure” is a meaningless designation.  No matter how much protection is afforded to an information system, it will always have residual vulnerabilities, non-zero residual risk, and, therefore, be subject to some class of threats/attacks.

· Provide an absolute measure of security of an information system.  As indicated above, confidence in security of an information system is improved when it is determined that the enterprise’s application of the ISSAA (and the ISSAA components) to the information system is in compliance with the IEEE ISSAA standard (s).   However, there are no metrics available for measuring, in absolute terms, the security of an information system.
· Provide a relative measure of security of two different information systems when the ISSAA and ISSAA components are applied to the two different information systems

1.3 Determining the Boundaries of a System

Although the ISSAA applies to an information system (hereafter referred to as the SUR-System Under Review), each enterprise has great flexibility in determining what constitutes the SUR.  In making this determination, an enterprise will typically identify the boundary of the SUR.  The boundary delineates:

· The information technology-related resources that fall within the scope of the SUR, such as people, hardware, software 

· The SUR’s external interfaces through which information is exchanged, such as connections with other systems or components (e.g., the Internet).  

Information Technology-related Resources within the SUR

When a set of information resources is identified as the SUR, the resources should generally be under the same direct management control.
  Direct management control typically involves budgetary, programmatic, or operational authority and associated responsibility. For a new information system, management control can be interpreted as having budgetary/programmatic authority and responsibility for the development and deployment of the information system. For information systems currently in the enterprise’s inventory, management control can be interpreted as having budgetary/operational authority for the day-to-day operations and maintenance of the information system.

In addition to the consideration of direct management control, it may also be helpful for enterprises to consider if the information resources being identified as an information system:

· Have the same function or mission objective and similar operating characteristics and security needs; and

· Reside in the same general operating environment (regardless of location).

While the above considerations may be useful to enterprises in determining information system boundaries for purposes of security, they should not be viewed as limiting the enterprise’s flexibility in establishing common sense boundaries that promote effective information security within the available resources of the agency.  Authorizing officials and senior agency information security officers should consult with prospective information system owners when establishing information system boundaries.  The process of establishing boundaries for the enterprise’s information systems is an enterprise-level activity that includes careful negotiation among all key participants—taking into account the mission/business requirements of the enterprise, the technical considerations with respect to the information system and its security, and the programmatic costs to the enterprise.

External Interfaces connecting the SUR to other information systems 

The boundary of the SUR delineates the SUR’s external interfaces through which information is exchanged, such as connections with other information systems, networks or external components (e.g., the Internet).   Since the ISSAA is a system-centric process, when the ISSAA is applied to a SUR, the ISSAA process only influences the SUR’s security controls.  Unless additional security information is known about the external information systems, networks or external components, the ISSAA’s system-centric approach always assumes the worst-case threat scenario when connecting to the external information systems.   Consequently, when applying the ISSAA to the SUR, it is necessary to use all available information/knowledge about the security properties of the external information systems or components the SUR is expected to connect to.   The availability and credibility of security information about external information systems or components will influence the controls that will be needed for the SUR.  When the connection from the SUR is to an ISSAA-conformant external information system (see Section 1.4 Conformance below), the ISSAA process applied to the external information system results in outputs (e.g., actions, documentation, and other evidence) that can be used to make judgments about the security of the external information system.  For example, when connecting to an external information system, the risk may be reduced when that external system is ISSAA-conformant and that conformance can influence the choice of security controls required to protect the SUR from attacks that could come through the external systems, networks or external components.

While there are never absolute guarantees about security, the ISSAA process results (from the external information system) will help in determining the level of confidence that the security controls of the external information system are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements.  Since an ISSAA-conformant process in the external information system requires a continuous control monitoring activity in the external system to ensure controls continue to operate as intended over the life of the external system, some (perhaps even the same) level of confidence may continue over the lifetime of the connection as long as the external information system remains ISSAA-compliant.

System Composition and Decomposition:

This section addresses how the ISSAA is applied to a new information system that is formed/composed from two or more information systems.

Section XXX applies to the situation when the design and engineering of an existing information system, considered to be the SUR, allows for the decomposition of the SUR into one or more natural subsystems.  

When using composition, the rules/guidance stated above for determining the boundaries of an information system (i.e., the direct management control requirement, the same function or mission objective and essentially the same operating characteristics and security needs requirement; and residing in the same general operating environment requirement) should apply to the newly composed system as well.  In most cases, these rules, could significantly limit the set of systems within an enterprise that can be composed into a new system.  In addition, there are no generally accepted criteria for when/why a new information system should be composed of existing information systems.  The reason/need for forming a new information system would be very much enterprise dependent.  And finally, it would be highly unusual (and perhaps even illogical) to form/compose a new information systems by doing nothing more than “gluing together” existing information systems through their external interfaces.

However, if one does wish to compose systems in to a new SUR, it will be necessary to begin the ISSAA process for the newly composed SUR with the Security Categorization Component and then move through the rest of the ISSAA process.  Since the ISSAA is applied in the context of the SDLC, it is likely that the newly composed SUR will require total redesign and reengineering during it’s SDLC that will impact all security-related activities within the ISSAA. This is because there is no guarantee that the union of the security controls in the original systems and their distribution throughout the original systems will be consistent with or sufficient for the newly composed SUR.  If any (or all) of the original systems were ISSAA-conformant, the ISSAA outputs associated with these systems (e.g., actions, documentation, and other evidence) may be useful in the redesign and reengineering of the newly composed SUR and in the application of the ISSAA process to the newly composed SUR.

1.4 Conformance

While the ISSAA and the ISSAA components are not intended to be technical interoperability standards, conformance with the ISSAA (and with the ISSAA components when they are completed) does provide a trust mechanism for making trust-based decisions when interconnecting information systems and sharing information.  Since the ISSAA is primarily a process-oriented standard applied to an information system, there may be significant latitude in the implementation of these standards by enterprises or even by organizations within each enterprise.   However, this ISSAA standard (and the ISSAA components) does describe the inter-relationships and dependencies between the ISSAA components and the functional characteristics of each component including its purpose, inputs, functional description, and output results.  Consequently, application of the standard (and the ISSAA components) to an information system results in definitive outputs (e.g., actions, documentation, and other evidence) that can be analyzed to assess the degree of conformance to the ISSAA standard and to provide insights into the organization’s approach to information system security. Due to the degree of implementation latitude mentioned above, assessing the degree of conformance to the ISSAA can be very subjective.  Never-the–less, there are some criteria that can be used to assess conformance to the ISSAA:

· The security life cycle of the information system should conform to the process flow of the ISSAA standard and be consistent with the relationships of the activities as depicted in the complete model.

· An information system’s security life cycle shall incorporate the ISSAA components when they are approved as IEEE standards.  For those ISSAA components that have not been completed by the time the IEEE P1700 ISSAA is approved, it is recommended that enterprises use one or more of the alternative approaches (listed above in priority order) until the components have been completed, approved and issued as IEEE standards.   When using alternative approaches for one or more ISSAA components, partial conformance with the ISSAA standard may be claimed/achieved as long as:

·  The relationships among and the flows between the other ISSAA component standards are maintained

· The required documentation and evidence is produced (as described in the IEEE ISSAA Functionality & Model Sections of this standard), 

· User-defined processes and flows are permitted within the ISSAA.  These may specifically allow locally required or relevant extensions that are not defined in the ISSAA model or its components.  These are the only extensions permitted and should not be used when an existing mechanism for this purpose (or a similar purpose) is present in the ISSAA standard.

· Determination of conformance to the ISSAA should be based on an assessment of the actions, documentation, and other evidence that is produced when applying the ISSAA and the ISSAA components to an information system.  The level of conformance assessment should be commensurate with the security categorization of the information system.  For example, in the case of a Low Impact security category system, the assessment might consist of activities such as visual identification and brief scanning of the actions, documentation, and other evidence.    For a high Impact security category system the assessment might consist of thorough analysis of the actions, documentation, and other evidence.

· Factors to be considered in making an assessment of the actions, documentation, and other evidence include: completeness, consistency, and correctness

An information system might consist of identifiable components, some of which have external interfaces.  Alternatively, several systems might be combined into a system of systems, with each system retaining its own external interface(s).  These two situations can be treated equivalently.  In either case, one or more of the smaller systems or components could be assessed for conformance with ISSAA, as well as the system of systems.

If a system of systems is constructed from systems that all conform to ISSAA, assessing conformance of the system of systems will be simplified.  Assessing a component of a system that already conforms to ISSAA will also easier than assessing a whole system.  It may also be expedient to assess selected components of a system that has not been assed for ISSAA conformance, if the component in question and its external interface can be sufficiently insulated from the rest of the system.

----------------------

Also in that section, the first bullet contains the phrase "should comply with."  I think we had agreed to use the term "conform"

instead.

2. References
This standard shall be used in conjunction with the following publications. When the following specifications are superseded by an approved revision, the revision shall apply.

ISO 3166:1993, Codes for the Representation of Names of Countries.

3. Definitions, abbreviations, and acronyms

3.1 Definitions

For the purposes of this standard, the following terms apply:

3.1.1 Security assurance

3.1.2 Information

3.1.3 Information system

3.1.4 Enterprise

3.1.5 Trust mechanism

3.1.6 Security assessment

3.1.7 System security accreditation

3.1.8 Security life cycle

3.2 Abbreviations and acronyms


FISMA: Federal Information Security Management Act (may not be needed)

ISSAA: Information System Security Assurance Architecture

NIST: National Institute of Standards and Technology

SP: Special Publication

FIPS: Federal Information Processing Standard

IEEE: Institute For…..

4. Functionality of ISSAA and ISSAA Components

The ISSAA is a comprehensive process model for the cost-effective selection, documentation, implementation, and assessment, of security controls for an information system; and for making and maintaining system security accreditation decisions.   (see Figure 1).  The ISSAA is comprised of ISSAA components that are described functionally below.  More detailed functional descriptions of these components are described in the NIST documents that have been contributed as candidates for the respective ISSAA component standards (Table 1.)   The ISSAA Model, in Section 5, contains a description of the dependencies and interrelationships between the ISSAA components.

Security Categorization Component: Establishment of a security category for the information system.  

Purpose:  To determine the security categorization of an information system and its information types.  Security categorization of an enterprise’s information system and of the system’s related information types allows the enterprise to identify those systems in most need of protection.

Input: List of all information types processed by the information system.

Functional Description:  The security categorization function establishes security categories for each information type processed by the system and for the information system. The security categories are based on the potential impact on an organization should certain events occur which jeopardize the information and information systems needed by the organization to accomplish its assigned mission, protect its assets, fulfill its legal responsibilities, maintain its day-to-day functions, and protect individuals.  For each information type processed by the information systems and for the systems as a whole, security categorization identifies the maximum potential impact to the enterprise should a breach in security occur in each of the security objective areas of confidentiality, integrity, and availability.  Enterprise impact values are defined as Low, Moderate, and High.  

Thus, for each information type processed by the information systems and for the systems as a whole, a triple (i.e., a one by three vector) is derived which represents the security categorization of the information type and of the systems as a whole.  

The final computation in the Security Categorization Component is to form a new triple that contains the highest impact values (i.e., high water mark) found in each part of the triples (i.e., corresponding to the security objectives of confidentiality, integrity, and availability respectively) that represent the security categorization of the information types and the system as a whole.
Output:   A single triple (i.e., a one by three vector) that represents the security categorization of the system with respect to the security objectives of confidentiality, integrity, and availability. This triple is called the, Security Categorization Triple (SCT).  The form of the SCT is described in FIPS 199. 

Security Control Selection Component: Based on the system’s security category, a set of minimum (baseline) security controls is selected.  

Purpose:  To select a set of minimum (baseline) controls to be used as input to the Risk Analysis Component (described below). 

Input:  The security categorization triple (SCT) for the system (from the Security Categorization Component) 
Functional Description:  Using the input SCT, this function establishes a single security category value (SSCV) for the particular System Under Review (i.e., Low, Moderate, or High Impact).  In most cases, the SSCV is the highest impact value found in the system’s security categorization triple (i.e., that was input to this component).   The SSCV is then used to select a pre-defined minimum (baseline) set of security controls.  The baseline controls are then tailored (i.e., adjusted) to meet system-specific requirements based on three areas of consideration:  

· Scoping Guidance (which can be technology-related, infrastructure-related, public access-related, scalability-related, common security control-related, and/or risk-related /downgrading)

· Organization-Defined Security Control Parameters 

· Compensating Security Controls

Details about tailoring can be found in the final draft version of NIST SP 800-53.

After the controls are tailored, the final set of controls (considered the candidate set of security controls) is input to the Risk Analysis Component to begin a risk analysis of the information system.  

The pre-defined minimum (baseline) sets of security controls were derived as follows: The Control Selection Component contains a master catalogue (MC) of security controls.  Each control in the MC has a basic version.  In addition, a set of enhancements to the basic version of each control may (or may not) be included in the MC.  The minimum (baselines) control sets  (i.e., for Low, Moderate, & High Impact systems) are constructed from the basic versions of the controls in the MC plus appropriate enhancements commensurate with the baseline’s impact level in accordance with the following process: 

· Low Baseline:
· For each family, appropriate controls are selected from control catalogue

· Not all controls in family are selected

· No enhancements are selected for this baseline

· Low Assurance Requirements apply to this baseline

· Moderate Baseline:
· Includes all controls in the Low baseline with (possibly) enhancements

· For each family, additional appropriate controls are selected from control catalogue with (possibly) enhancements

· Moderate Assurance Requirements apply to this baseline

· High Baseline:
· Includes all controls in the Moderate baseline with (possibly) additional enhancements

· For each family, additional appropriate controls are selected from control catalogue with (possibly) enhancements

· High Assurance Requirements apply to this baseline

As the ISSAA is applied to an enterprise’s information systems, the derived SSCV’s for each information system will allow the enterprise to prioritize where its security resources should be invested-- with priority going to High, Moderate, and Low impact information systems in that order.  

Output:  

· The single security categorization value of the system (i.e., the  SSCV) 

· The candidate set of security controls for the information System Under Review.

Security Control Refinement Component: Performs a risk analysis on the information system.

Purpose: Uses a risk analytic process (formal or informal) to refine the minimum (baseline) security control set until an acceptable risk level is reached.   

Input: 

· The SSCV for the information System Under Review.

· Currently available threat and vulnerability information/data

· System-specific threat and vulnerability information
Functional Description:  The ISSAA assumes that enterprises use risk analytic processes (formal or informal) to assist in the selection of controls for their information systems that are cost-effective and that provide acceptable risk to the enterprise.  This component begins the risk analysis process with the candidate set of security controls for the information system that was output from the Control Selection Component above.  Using the approach specified in NIST SP 800-30 or a comparable risk analytic approach, an iterative risk analysis process is conducted until convergence is reached on a final set of controls.  Convergence on a final set of controls is based on the acceptance of:

· The vulnerabilities expected to be eliminated

· The vulnerabilities expected to remain.  A basic assumption about the risk analytic process is that it is not technically possible or cost-effective to implement a set of controls that eliminates all vulnerabilities in a system (i.e., makes a system totally secure against all possible threats).  It will most certainly be the case that no matter how many/much controls are implemented in a system, there will always be remaining vulnerabilities that can be exploited by a threat agent with sufficient technical competence, technical equipment, and financial resources.  For that reason, we assume and acknowledge that there are remaining vulnerabilities, and we attempt to clearly identify the expected/remaining ones. 

· IT security risk to the enterprise based on implementation of the final control set.  

In most cases, the final control set will be different from the candidate set of security controls for the information system that was used to initiate the risk analysis function.   The following will influence the difference:

· Controls added to the minimum set to counter threats not adequately covered by the minimum set (e.g., to expand threat coverage, to strengthen threat coverage)

· Controls eliminated from the minimum set to reduce coverage of certain threats

· that don’t apply to the system 

· that the enterprise believes are both low probability & low impact.

· due to enterprise’s willingness to accept or transfer risk.

Output:  

· The final (i.e., acceptable) set of security controls to be implemented in the information System Under Review, 

· The threats & vulnerabilities expected to remain  

· Residual IT security risk to the enterprise based on implementation of the final control set
Security Control Documentation Component: Development of an information system security plan that provides an overview of the system’s security requirements, describes the controls in place or planned for meeting those requirements, and delineates responsibilities and expected behavior of all individuals who access the system.

Purpose:  To develop a system security plan for the information system that:

· Provides an overview of the security requirements for the information system 

· Documents the security controls planned or in place

· Documents the decisions/rationale that led to the selection of the controls.
· Contains (either as supporting appendices or as references) other key security-related documents for the information system (e.g., risk assessment, contingency plan, incident response plan, system interconnection agreements)
· Delineates responsibilities and expected behavior of all individuals who access the system

Input: 

· The SSCV of the system
· Security requirements the information system must meet

· The final (i.e., acceptable) set of security controls to be implemented in the information System Under Review,

· The threats & vulnerabilities expected to remain after the controls are implemented 

· Key security-related documents for the information system (e.g., risk assessment, contingency plan, incident response plan, system interconnection agreements)
· Residual IT security risk to the enterprise based on implementation of the final control set
Functional Description:

The security plan should be viewed as documentation XE "documentation"  of the structured process of planning adequate, cost-effective security protection for a system.  It should reflect input from various managers with responsibilities concerning the system, including information owners, the system operator, and the system security manager.  Additional information may be included in the basic plan and the structure and format organized according to agency needs, so long as the major sections described in NIST SP 800-18 are adequately covered and readily identifiable.  The system security plan, in combination with the risk analysis, provides the analysis and rationale to justify the final (i.e., acceptable) set of security controls that have been selected for the system.  The security plan is used by the system’s certification agent and approving authority as a basis to render a judgment on the adequacy of the final controls’ meeting the system’s security requirements and to accept the risk resulting from the system’s remaining vulnerabilities.  Once the certification agent and approving authority render this judgment, the Security Control Implementation Component may go forward in the context of the System Development Life Cycle.  If the certification agent and approving authority render a negative judgment, adjustments must be made to the selected control set by repeating the Security Control Refinement Component.  The Security Control Refinement Component is repeated until the certification agent and approving authority render a positive judgment.

Output:

The Security Plan for the System Under Review that:

· Documents the system security categorization (both SCT & SSCV) of the system
· Provides an overview of the security requirements (i.e, that are derived from the system security policy and other legislative/executive requirements) for the information system
· Documents the security controls planned or in place

· Documents the decisions/rational that lead to the selection of the controls.
· Contains (either as supporting appendices or as references) other key security-related documents for the information system (e.g., risk assessment, contingency plan, incident response plan, system interconnection agreements, concept of operations)
· Delineates responsibilities and expected behavior of all individuals who access the system

Security Control Implementation Component: Implementation of the information system’s security controls takes place in this component as part of the acquisition/development and implementation/assessment phases of the system development life cycle (SDLC). (See NIST SP 800-64 and the NIST Brochure: Information Security System Development Life Cycle)

Purpose:  The developer/implementer of the system’s controls designs, develops, implements, and tests the system’s security controls that are documented in the System Security Plan.

Input:  The security plan developed in the Security Control Documentation Component
Functional Description:  This component is part of the acquisition/development and implementation/assessment phases of the overall SDLC.  During this component, the information system’s security controls are designed, developed, implemented, and tested by the developer/implementer. This component includes the following sub-components:

Security Control Development – the organization responsible for the system’s development and implementation ensures that security controls described in the security plan are designed, developed, and implemented. For information systems currently in operation, the security plan for those systems may call for the development of additional security controls to supplement the controls already in place or the modification of selected controls that are deemed to be less than effective. 

Developmental Security Test and Evaluation – the organization responsible for the system’s development and implementation ensures that security controls developed for a new information system are working properly and are effective. Typical activities during this sub-component include unit/integration security testing and evaluation (ST&E) and ST&E of the system’s security controls.  Some types of security controls (primarily those controls of a non-technical nature) cannot be tested and evaluated until the information system is deployed—these controls are typically management and operational controls (See Security Control Integration below). 

Inspection and Acceptance – representatives of the user organization validate and verify that the functionality described in the specification is actually implemented correctly in the system (and the system’s deliverables). 

Security Control Integration – security controls are integrated at the site where the information system is to be deployed for operation. Security control settings and switches are enabled in accordance with vendor instructions and available security implementation guidance. 

Output:  

· Results/evidence of the developmental security test and evaluation activities for possible reuse by the certification agent during the Security Control Assessment Component

· Commensurate with the control’s SSCV, a description of the functional properties and design/implementation of the control is produced with sufficient detail to permit independent analysis and testing of the control by the certification agent during the Security Control Assessment Component.  The system’s security categorization (i.e., Low, Moderate, or High Impact), determines the assurance requirements that apply to the security controls in the system (See the Control Selection Component above).  These assurance requirements, in turn, determine the breadth and depth of documentation the developer/implementer of the system’s controls is required to provide.  
· Documentation describing how the representatives of the user organization validated and verified that the functionality described in the specification is actually implemented correctly in the system (and the system’s deliverables). 

New Material Ends Here

Security Control Assessment Component (often called Security Certification): 
Purpose:  The purpose of this function is to determine the extent to which the security controls in the information system are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system.  The successful completion of this function provides the authorizing official with the information needed to determine the risk to agency operations, agency assets, or individuals (e.g., it uncovers and describes the known vulnerabilities in the information system) and thus, enables the official to render an appropriate security accreditation decision for the information system. (NIST SP 800-37 & NIST SP 800-53A)

Input: 

·  Results/evidence of the developmental security test and evaluation activities for possible reuse by the certification agent during the Security Control Assessment Component

· Commensurate with the control’s SSCV, a description of the functional properties and design/implementation of the control is produced with sufficient detail to permit independent analysis and testing of the control by the certification agent during the Security Control Assessment Component.  The system’s security categorization (i.e., Low, Moderate, or High Impact), determines the assurance requirements that apply to the security controls in the system (See the Control Selection Component above).  These assurance requirements, in turn, determine the breadth and depth of documentation the developer/implementer of the system’s controls is required to provide.  
· Documentation describing how the representatives of the user organization validated and verified that the functionality described in the specification is actually implemented correctly in the system (and the system’s deliverables). 

The security test plan, related configuration management documentation, and physical and personnel security documentation
Functionality:  This function consists of two tasks: (i) security control assessment; and (ii) security certification documentation. This function also addresses specific actions taken or planned to correct deficiencies in the security controls and to mitigate known security risks in the information system.
Output:  

· Security Test and evaluation report.

· Documentation of security control implementation compliance in accordance to the security plan (security policy and architecture)

· Residual Risk 

· Corrective Action Schedule  
· Recommendations for accreditation (authorization)

System Authorization Component (often called system security accreditation)

Purpose:  The purpose of this function is to determine if the remaining known vulnerabilities in the information system (after the implementation of an agreed-upon set of security controls) pose an acceptable level of risk to agency operations, agency assets, or individuals.

Input:  Security Test and evaluation report and recommendations for accreditation (authorization).
· Documentation of security control implementation compliance in accordance to the security plan (security policy and architecture)

· Remaining Residual Risk 

· Corrective Action Schedule 
· Recommendations for monitoring the system 
Functionality:  The system authorization function consists of two sub functions:

Security accreditation decision: The objective of the security accreditation decision sub function is to: (i) determine the risk to agency operations, agency assets, or individuals; and (ii) determine if the agency-level risk is acceptable. The authorizing official, working with information from the information system owner, information system security officer, and certification agent produced during the security control assessment function, has independent confirmation of the identified vulnerabilities in the information system and a list of planned or completed corrective actions to reduce or eliminate those vulnerabilities. It is this information that is used to determine the final risk to the agency and the acceptability of that risk
Security accreditation documentation: The objective of the security accreditation documentation sub function is to: (i) transmit the final security accreditation package to the appropriate individuals and organizations; and (ii) update the system security plan with the latest information from the accreditation decision. The completion of this task concludes the Security Authorization Function.

Output:  

(i) authorization to operate the information system; (ii) an interim authorization to operate the information system under specific terms and conditions; or (iii) denial of authorization to operate the information system.  In the later 2 cases, corrective actions will have to be taken over a reasonable period of time to enable the system to obtain full authorization to operate.
The Continuous Monitoring Function: 

Purpose:  The purpose of this function is to provide oversight and monitoring of the security controls in the information system on an ongoing basis and to inform the authorizing official when changes occur that may impact on the security of the system. The activities in this phase are performed continuously throughout the productive life of the information system.

Input:  Authorization recommendation, Residual Risk documentation, Security Plan, Recommendations for monitoring, Security Test Report….etc.  

Functionality:  This function consists of three sub functions:

Configuration management and control:  The objective of the configuration management and control sub function is to: (i) document the proposed or actual changes to the information system; and (ii) determine the impact of proposed or actual changes on the security of the system. An information system will typically be in a constant state of migration with upgrades to hardware, software, or firmware and possible modifications to the system environment. Documenting information system changes and assessing the potential impact on the security of the system on an ongoing basis is an essential aspect of maintaining the security accreditation.

Security control monitoring: The objective of the security control monitoring sub function is to: (i) select an appropriate set of security controls in the information system to be monitored; and (ii) assess the designated controls using methods and procedures selected by the information system owner. The continuous monitoring of security controls helps to identify potential security-related problems in the information system that are not identified during the security impact analysis conducted as part of the configuration management and control process.
Status reporting and documentation: The objective of the status reporting and documentation sub function is to: (i) update the system security plan to reflect the proposed or actual changes to the information system; (ii) update the plan of action and milestones based on the activities carried out during the continuous monitoring phase; and (iii) report the security status of the information system to the authorizing official and senior agency information security officer. The information in the security status reports (typically conveyed through updated plans of action and milestones) should be used to determine the need for security reaccreditation and to (Use FISMA as an example) satisfy FISMA reporting requirements.

Output:  

Security breaches, changes in the system information being processed, changes in the system architecture, changes in configuration,….. etc.
-------------------------------------------------------------------------------------------------------------
Security Control Assessment Component (often called Security Certification): The purpose of this function is to determine the extent to which the security controls in the information system are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system..  This function consists of two tasks: (i) security control assessment; and (ii) security certification documentation. This function also addresses specific actions taken or planned to correct deficiencies in the security controls and to reduce or eliminate known vulnerabilities in the information system. The successful completion of this function provides the authorizing official with the information needed to determine the risk to agency operations, agency assets, or individuals (e.g., it uncovers and describes the known vulnerabilities in the information system) and thus, enables the official to render an appropriate security accreditation decision for the information system. (NIST SP 800-37 & NIST SP 800-53A)

System Authorization Function (often called system security accreditation):  The purpose of this function is to determine if the remaining known vulnerabilities in the information system (after the implementation of an agreed-upon set of security controls) pose an acceptable level of risk to agency operations, agency assets, or individuals. Upon successful completion of this function, the information system owner will have: (i) authorization to operate the information system; (ii) an interim authorization to operate the information system under specific terms and conditions; or (iii) denial of authorization to operate the information system.  In the later 2 cases, corrective actions will have to be taken over a reasonable period of time to enable the system to obtain full authorization to operate.

The system authorization function consists of two sub functions:

Security accreditation decision: The objective of the security accreditation decision sub function is to: (i) determine the risk to agency operations, agency assets, or individuals; and (ii) determine if the agency-level risk is acceptable. The authorizing official, working with information from the information system owner, information system security officer, and certification agent produced during the security control assessment function, has independent confirmation of the identified vulnerabilities in the information system and a list of planned or completed corrective actions to reduce or eliminate those vulnerabilities. It is this information that is used to determine the final risk to the agency and the acceptability of that risk
Security accreditation documentation: The objective of the security accreditation documentation sub function is to: (i) transmit the final security accreditation package to the appropriate individuals and organizations; and (ii) update the system security plan with the latest information from the accreditation decision. The completion of this task concludes the Security Authorization Function.

The Continuous Monitoring Function: Monitor security controls on a continuous basis. The purpose of this function is to provide oversight and monitoring of the security controls in the information system on an ongoing basis and to inform the authorizing official when changes occur that may impact on the security of the system. The activities in this phase are performed continuously throughout the life cycle of the information system. This function consists of three sub functions:

Configuration management and control:  The objective of the configuration management and control sub function is to: (i) document the proposed or actual changes to the information system; and (ii) determine the impact of proposed or actual changes on the security of the system. An information system will typically be in a constant state of migration with upgrades to hardware, software, or firmware and possible modifications to the system environment. Documenting information system changes and assessing the potential impact on the security of the system on an ongoing basis is an essential aspect of maintaining the security accreditation.

Security control monitoring: The objective of the security control monitoring sub function is to: (i) select an appropriate set of security controls in the information system to be monitored; and (ii) assess the designated controls using methods and procedures selected by the information system owner. The continuous monitoring of security controls helps to identify potential security-related problems in the information system that are not identified during the security impact analysis conducted as part of the configuration management and control process.
Status reporting and documentation: The objective of the status reporting and documentation sub function is to: (i) update the system security plan to reflect the proposed or actual changes to the information system; (ii) update the plan of action and milestones based on the activities carried out during the continuous monitoring phase; and (iii) report the security status of the information system to the authorizing official and senior agency information security officer. The information in the security status reports (typically conveyed through updated plans of action and milestones) should be used to determine the need for security reaccreditation and to satisfy FISMA reporting requirements.
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Figure 1.

Section XXX:  Applying the ISSAA to a Large and Complex Information SUR

When the SUR is a large and complex information system, logically subdividing the SUR into multiple subsystems facilitates applying some of the components of the ISSAA process to the SUR (e.g., security control assessment).   The subdivision requires that preliminary analysis and design of the system be performed to determine how the SUR should be logically subdivided into subsystems (i.e., what the subsystems should be).  The preliminary analysis and design activities should be performed after the Control Refinement Component but before the Security Control Documentation Component.  

For a large and complex information SUR, it is assumed that the boundary of the SUR satisfies the criteria and guidance in Section 1.3, otherwise it is not advisable to apply the ISSAA to the SUR.  Consequently, when logically subdividing the SUR into subsystems, the subsystem boundaries would also meet the boundary criteria and guidance in Section 1.3.  

When applying the ISSAA to a large and complex information SUR, the ISSAA process is adjusted/modified as follows: 

Step 1:  Apply the Security Categorization Component, Security Control Selection Component, the Security Control Refinement Component, and the security control documentation to the SUR as a whole.

Step 2. If it has not already been done (e.g., for a new SUR in development), perform the analysis and design of the SUR that is needed to subdivide the SUR into subsystems that make functional sense and which collectively implement the functionality of the SUR. 

 Step 3:  Apply the Security Categorization Component and the Security Control Selection Component to each proposed subsystem.

Step 4:  Since it is possible/likely that the SSCV for the SUR is the upper bound for the SSCV’s of the subsystems (i.e., logical subdivision could result in the SSCV of some subsystems being lower than the SSCV of the SUR), the control sets for the lower SSCV subsystems can be are reduced by selecting the control baseline that is consistent with the SSCV for the subsystem.  

Step 5:  Adjust the control baselines of the subsystems (primarily by adding or strengthening controls to the subsystems) and/or add system-level controls to the SUR’s to ensure the control set of the SUR determined in Step 1. is fully implemented.

Step 6:  The logical subdivision into subsystems should be described and reflected in the system security plan for the SUR.  The security plan for the SUR includes a full description of each subsystem, including its SSCV, the security requirements it is intended to meet, and the set of security controls identified Step 5. 

Step 7: SUR enters its development process where the actual design and engineering occurs in accordance with the preliminary analysis and design decisions made in Step 2.  The system is developed and tested.  The planned controls are built into the system and are tested by the development team.

Step 8: The security control assessment component is applied to the controls of each subsystem resulting in an assessment report indicating the extent to which the subsystems’ security controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system.  
Document, in the security plan of the SUR, the proposed decomposition of the SUR into subsystems.  The documentation should include  a description of how the subsystems collectively implement the security controls of the SUR and .  

Text Below is for using as appropriate:  New material stops here.

in accordance with the Security Control Selection Component. Security Control Documentation:  reducing the subsystemsn Adjust the controls proposed for each 

and the Security Control Refinement Component to each proposed subsystem.  

Security Categorization Component:  Is applied to the SUR as a whole to determine the SCT of the SUR.  

and to each subsystem.  As each subsystem could have different SCTs, it will most likely be the case that the SCT for the SUR will represents the high water mark of the SCTs of the subsystems.

Security Control Selection Component:  Is applied to the SUR as a whole to determine the SSCV and the candidate baseline security controls for the SUR.

and for each subsystem.  The SSCV for the SUR will be the upper bound of all the subsystems’ SSCVs.  Using the SSCV of the SUR and each subsystem, the respective candidate set of security controls (i.e. baselines) are identified.  

The candidate control set that applies to the SUR is determined by the SSCV of the SUR.  
Security Control Refinement Component: Is applied to the SUR as a whole to determine the final (i.e., acceptable) set of security controls to be implemented in the information System Under Review, 

Preliminary analysis and design of the SUR:  For large and complex systems, it is necessary to determine, through preliminary analysis and design, how the SUR should be logically subdivided into subsystems.  

When the SUR is a new system under development, this process requires decomposing the SUR into subsystems that make logical sense and which collectively meet the functions of the SUR.  

When the SUR is an existing system, this process requires decomposing the SUR into natural subsystems that make logical sense and which collectively meet the functions of the SUR. 

In both cases, the process for applying the ISSAA to the SUR is the same.  It is first applied to each subsystem and then applied to the SUR using the ISSAA outputs (e.g., actions, documentation, and other evidence) of the subsystems.   

results in outputs (e.g., actions, documentation, and other evidence)

and that will allow the ISSAA process to be individually applied to.  Applying ISSAA to a new system

The decomposition into subsystems should be reflected in the system security plan for the SUR.  Each subsystem is fully described in the SUR’s system security plan, an appropriate security category assigned in accordance with the Security Categorization and Security Control Selection Components of the ISSAA, and an appropriate set of security controls identified in accordance with the Security Control Selection Component.  The extent to which the SUR’s security controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the information SUR, can be determined by combining security assessments at the subsystem level and adding system-level considerations.  This facilitates a more cost-effective certification and accreditation process by enabling scaling of the effort at the subsystem level in accordance with that subsystem’s security category and allowing for reuse of certification results at the system level.

To illustrate a simple example of system decomposition and the resulting subsystems, consider a SUR that contains a system guard that monitors the flow of information between two local area networks.  The SUR, in this case, can be partitioned into three subsystem components: (i) local area network Alpha; (ii) local area network Bravo; and (iii) the system guard separating the two networks.
   When all subsystems within the information system have completed the security certification process, an additional certification is performed on the system-level security controls not covered by the individual subsystem certifications, and the results are bundled together into the accreditation package and presented as evidence to the authorizing official.  Figure 2.2 illustrates the concept of information system decomposition and the security certification and accreditation process for a large and complex system.

5. ISSAA  Model

ISSAA defines a standard process (i.e., is a process standard) for the cost-effective selection, documentation, implementation, and assessment, of security controls for an information system; and for making and maintaining system security accreditation decisions.  The ISSAA is comprised of a family of component standards (hereafter referred to as the “ISSAA family”) that will be developed in parallel with the ISSAA standard.   Each component in the ISSAA family performs a function that can be executed independent of the other components as long as the required inputs to the functions are provided (i.e., the function of each the components is completely described by its specification).  For this reason, each component can be expressed as stand-alone standard.  At the same time, there are several significant dependencies in the ISSAA family that are discussed in the description of the model below.

The model for the ISSAA and ISSAA family includes the following properties/characteristics:

The ISSAA is a cyclic process.   The natural starting point of the process is with the Security Categorization Component (see Figure 1).  Security categorization of the information system is the keystone function of the process that drives the intensity & rigor of the other components of the ISSAA family.  Following completion of the Security Categorization Component, the process would normally execute each of the following components in sequence until the process flows back to the starting point, and so on.  The components in the ISSAA family are ordered in the process flow so that the output of each prior component produces the required input for the following component.  However, as mentioned above, since each component will eventually be a stand alone standard, each component is able to perform its function when appropriate inputs are provided (i.e., each component can be executed in stand-alone mode outside the context of the ISSAA).  The components are connected in the ISSAA cyclical process, as indicated in Figure 1, specifically to satisfy the purpose of the ISSAA stated above (i.e., for the cost-effective selection, documentation, implementation, and assessment, of security controls for an information system; and for making and maintaining system security accreditation decisions).

To illustrate the above point, the Security Control Refinement component is used within the ISSAA to adjust (e.g., modify, enhance, reduce) the control set that was developed as output from the Security Control Selection component.  The Security Control Refinement component uses a risk analytic process to converge on a final control set that produces acceptable risk to the enterprise.  As a stand-alone standard, the Security Control Refinement component specifies a “standard” method for an enterprise to use to adjust the control set for any information system in the enterprise given a starting set of candidate controls.  Thus, the Security Control Refinement component, which will eventually become an IEEE standard, can be applied in situations outside of ISSAA.

The ISSAA applies to new systems and to legacy systems.  When applying the ISSAA to new information systems, the cyclic process begins with the Security Categorization Component.  For legacy information systems, the cyclic process begins with the component that is most appropriate for the operational information system at the time the ISSAA is applied.   In most cases this will be the Security Categorization Component if the security categorization of the information system has never been determined. When an information system is operational, dynamic events occurring during the system’s operation (e.g. a problem encountered during intrusion detection activities, a change in the system’s configuration, a change in the system’s requirements or overarching enterprise policy) can cause initiation of the appropriate component within ISSAA (e.g. risk analysis).  In this case, the cycle would continue with the next sequential component in the cycle as indicated by Figure 1

There are Component Dependencies in the ISSAA Family.  As indicated above, each component in the ISSAA family is intended to be a stand-alone standard.  However, when these components are used within the ISSAA, there are explicit dependencies that exist between the components.  These dependencies are described below:

Security Categorization Component:  This component impacts virtually all other components in the ISSAA Family.   The information system’s security category (i.e., Low Impact, Moderate Impact, High Impact) determines the intensity and rigor of the effort applied in executing/completing the other components.  For example: The set of baseline controls that result from applying the Security Control Selection component to a High Impact information system, is significantly increased in size, strength, and assurance over the set of controls that result from applying that same component to a Low Impact information system.  Likewise, the assessment of controls that takes place in the Security Control Assessment component would be much more rigorous for a High Impact information system than for a Low Impact information system.  The general principle here is that the rigor and intensity of the effort applied to each component is commensurate (i.e., scaled, in direct proportion to) with the security categorization of the information system.  For example, for a low impact system, the Security Control Assessment component allows a “self-assessment” rather than an assessment performed by an independent certification agent (i.e., independent of those that developed/implemented the system’s controls).  

Security Control Selection Component and the Security Control Refinement Component:  The security categorization of the information is used to select one of three baseline sets of security controls (i.e., Low, Moderate, High) within in the Security Control Selection Component.  The selected controls set is used as a starting point for the Security Control Refinement component.

Security Control Selection Component and the Security Control Assessment Component: The Security Control Selection Component contains a list of functional security controls organized by control families (e.g., Control Families include:  Contingency Planning, Physical Security, Access Control).  Each functional control in the list is expressed in two parts:  a base functional level (BFL) and possibly one or more enhancements to the BFL.   The sets of baseline controls are selected from the list of functional controls, including their enhancements.  The baselines form hierarchical subsets where the Low baseline is a subset of the Moderate baseline; and the Moderate baseline is a subset of the High baseline.  The baselines are formed as described in the Security Control Selection Component in Section 4:  Functionality of ISSAA and ISSAA Components above.  Associated with each baseline is a set of assurance requirements that are require to be met by the developer/implementer of the control—for each control in the baseline (i.e., one set of assurance requirements per baseline—but applied to each control in the respective baseline).  The dependency between the Security Control Selection Component and the Security Control Assessment Component is as follows: for each control in each baseline, there is a corresponding control assessment methodology specified in the Security Control Assessment Component which is to be used by the Certification Agent to determine if the control is operating as intended.  As indicated in the discussion of the Security Categorization Component above, in general, the rigor and intensity of the security assessment methodology will increase as the baseline increases.   

Security Control Refinement Component and the Security Control Documentation Component: The acceptable set of security controls, as determined by the Security Control Refinement Component are documented in the Security Plan that is developed as part of the Security Control Documentation Component.

Security Control Documentation Component:  A small part of the Security Control Assessment component and System Accreditation component takes place after the development of the Security Plan.  As a sanity check, the certification agent (CA) and authorization authority (AA) look at the analysis that lead to the Security Plan before allowing the implementation of the security controls to move forward.  The reason for the sanity check is to convince that CA & AA that the decisions made up to this point have been reasonable  (i.e., the Security Control Refinement component and prior analysis resulted in a set of controls that, if implemented correctly, will result in acceptable risk and in known acceptable residual vulnerabilities).  So, both the CA & AA must be convinced that if the planned controls are implemented correctly (and continue to function correctly), then the risk to the enterprise due to breaches in the systems confidentiality, integrity, and/or availability will meet their expectations.  A failure to pass this sanity check can cause a loop back to any of the preceding components.  This will result in a set of new controls that are documented in the security Plan.  The sanity check would be performed again.  Once the sanity check is satisfied, the organization may begin system development, which includes implementing the controls documented in the Security Plan.

Security Control Implementation Component and the rest of the ISSAA Family: Actual Iimplementation of the security controls documented in the Security Plan takes place in the Development/Acquisition and Implementation phases of the information system’s development life cycle (see Figure 2).  These are performed by the developer/implementer of the information system with help from the IT security experts on the system development team.  In addition to system design and coding, unit/integration system testing and evaluation and acceptance testing are include in these phases.   An important component of system testing and evaluation is security testing and evaluation (ST&E) where a ST&E plan is developed, the information system’s security functionality and performance are assessed using the ST&E plan, and the results of the ST&E are documented.  At the conclusion of the Security Control Implementation Component, the information system is ready to put into operation with all management, operational, and technical controls in place.   In the Security Control Assessment Component, the Certification Agent (CA) performs an independent assessment (i.e., independent from that performed by the development team during their ST&E) to determine the extent to which the security controls are implemented correctly, operating as intended, and producing desired outcome with respect to meeting security requirements. 

Security Control Assessment Component and the System Authorization Component:
The security control assessment report that is developed within the Security Control Assessment Component is a primary input to the System Authorization Component.  In the System Authorization Component, the authorization authority determines risk to agency operations, agency assets, or individuals and, if acceptable, authorizes information system processing.  If the decision results in an interim authorization to operate or a denial of authorization to operate, then corrective action is necessary  

The System Authorization Component and The Security Control Monitoring Component:  Once authorized to operate, the information system is considered accredited.  Once a system has been certified and accredited, it typically is not recertified and reaccredited until:

A significant change to the information system occurs (including changes to the hardware, software, firmware, and surrounding environment) that:

Changed the systems security requirements 

Caused a change in the systems ability to meet its security requirements

A pre-specified time limit was reach that required the system be recertified and reaccredited.

The Security Control Monitoring component addresses recertification and reaccreditation in two ways:

Through configuration management and control where all changes to the systems configuration are assessed to determine their impact on the system’s security and to determine if the impact requires recertification and reaccreditation. This is essentially the same as 1) above.

Through continuous assessments/monitoring of the controls to verify they are operating as intended and continue to do so. 

As long as major changes to the system’s configuration do not occur, continuous control assessment/monitoring ensures the system remains in a certified and accredited state.  If the continuous control assessment process uncovers a control that is not working as intended, steps are taken immediately to correct the operation of that control. Thus, as long as controls are operating as intended and no major perturbations to the system or its environment have occurred, there should be no need for recertification and reaccreditation. 

As with most components in the ISSAA family, this component is also impacted by the system’s security categorization.  As the security categorization of an information system increases, continuous control monitoring requires commensurate increases in the frequency of the control assessments and the number of controls that are assessed each time.  

The Security Control Monitoring Component and the Security Categorization Component: A change in the system’s configuration (including changes to the hardware, software, firmware, and surrounding environment) that potentially impacts the security of the system will require the ISSAA process to restart at the Security Categorization component and continue through the rest of the ISSAA process cycle.  Depending on the severity of the impact, the resulting actions can require no changes to the system’s controls (i.e., recertification & reaccreditation would not be necessary) or minor/major changes to the system’s controls where recertification and reaccreditation would be required.  The decision to recertify and reaccredit would typically be made after the completion of the Security Control Documentation component.  If no changes to the system’s controls were required, the cycle would continue with the Security Control Monitoring Component, by passing the components in between.

There is a Relationship Between the ISSAA Process and the Operational System the Process is Applied to: The ISSAA is a process standard.  Its purpose is to manage the health/state of the security controls in any system (i.e., selecting, implementing, assessing, and monitoring the system’s security controls.)  As such it is generic and independent of the type of system being managed.  

After the System Authorization component is completed within the ISSAA family, the system begins its operational mode as an independent, parallel, asynchronous activity to the on-going ISSAA process for the system (i.e., the system is in operation with all its controls active.)  However, even though the ISSAA process and the operational system are going on in parallel, there is a relationship between certain events in the operational system and the ISSAA cyclic process (i.e., feed back) that affects the dynamic aspects of the ISSAA 

When a system is in operation (after accreditation approval), its controls are active, including its VPNs, intrusion detection, virus scanning, I&A, etc. controls (i.e., all the controls that were selected & implemented as part of the ISSAA process.)  As such, these controls are dynamically performing their intended functions.   When something occurs in the system that requires action (e.g. discovery, through intrusion detection, of a new threat type), the/an appropriate action within the ISSAA is taken.  So, for example, this may require the risk analysis part of ISSAA be initiated –or some other part of the ISSAA process.  While the ISSAA is generally a cyclical process, any part of the process can be initiated due to a security-related event encountered during operation.  The main point here is that there are two asynchronous processes going on at the same time: the ISSAA cyclic process, under its timetable, and the system’s operation, including the functioning of its security controls.  Since a problem encountered during system operation can cause a perturbation in the ISSAA cycle to address/correct the problem, the ISSAA is also dynamically able to adapt to respond to immediate problems encountered in the system’s operation.  The time to respond to and correct a problem in the operational system can be (and should be) commensurate with the security categorization of the system and the type of system the ISSAA is being applied to (e.g., SCADA/real-time control systems that control nuclear power plants could require very rapid response times based on the dynamic nature of the information system, safety concerns, the security categorization of the system, or all three).  Furthermore, the ISSAA process does not specify or require specification of a fixed cycle time.  Rather, the ISSAA cycle time is a function of the system it is being applied to.  In general, the cycle time of the ISSAA process should be commensurate with the dynamics of the system it is being applied to and with its security categorization.  So, for example, one would expect the ISSAA cycle time to be greater for a High Impact system than a Moderate Impact system. 

It should be noted that the feedback between the asynchronous operational system and the ISSAA process has the potential for the ISSAA process to inadvertently introduce instabilities in the system in operation.  However, recognize that the ISSAA components are expected to be future IEEE standards–not arbitrary actions.  Of course there are conformance issues (i.e., were the implementation/actions of the standard ISSAA components performed in accordance with standard’s specifications?) and issues of competency/judgment/subjectivity in performing the standard actions.  These permit many ways/opportunities to introduce instabilities (erroneous decisions) into the system of operation through incompetence or through incorrect/incomplete analyses.  However, the purpose of ISSAA is to create an environment that facilitates controlled changes that are needed to continuously maintain the health of the security controls in the information system—either through the cyclic ISSAA process or when otherwise required (e.g., through feedback from the operational system, due to changes in policy/legislation, due to increased/new threats).  So, if performed properly, the ISSAA process should help preclude instabilities rather than cause them.

There is a  Relationship Between the Information System, the Enterprise, and the Global Information Infrastructure.   As described above, although the ISSAA is a system-centric process, it is intended to reduce risk to the enterprise from a breach in security in the information system.  This means that decisions made to improve the security of the information system are made in the context of the information system’s role/contribution to the overall mission of the enterprise.  

At a higher level of abstraction, the context for the enterprise is the global information infrastructure the enterprise (and its information systems) resides in.  In that global information infrastructure there may exist many trust relationships that can be used by enterprises that wish to enter into business negations/ventures with other enterprises.  An example is a Public Key Infrastructure with a central trusted authority for creating, distributing, and controlling use of encryption certificates.  Security services typically provided by such trust relationships include digital signature capabilities, integrity verification, non-repudiation, authentication, and confidentiality/encryption.  

When an enterprise enters into one or more trust relationships, it can use the services provide by the trust relationships to supplement or complement the controls required within an information system.   However, in the case of trust relationships, the enterprise is assuming that something equivalent to ISSAA process is being applied to the trust mechanisms that implement the services of the trust relationship to ensure the services operate correctly and they do not compromise the enterprise’s information systems.  Because different trust relationships provide varying degrees of “trust”, trust relationships cannot be treated equally when using their services (i.e., there is always a degree of uncertainty in the quality and correctness of the services provided).  

Within an enterprise that is part of one or more trust relationships, the services provide by a trust relationship may be used in the selection of controls for specific information systems.  For example, instead of deciding to implement (in pair-wise connected information systems) peer-to-peer non-repudiation services between two enterprises, the decision may be made to utilize the services of a trust relationship that both enterprises are members of.  Recognize that, in the context of the ISSAA process, assessment of these non-repudiation controls (or of any controls provide through a trust relationship) will not be possible as part of the ISSAA process as they are external to the enterprise and the information system—the non-repudiation service will have to be “trusted” to some degree.  

The ISSAA takes an information system-centric approach where system owners focus on controls for their system based on the threats they are concerned about.  They institute protection against those threats based upon their risk analysis.  If they are depending on the services of trust relationships to provide protection, they can take this into consideration in their risk analysis.  However, when they perform their risk analysis, they must also take into consideration the uncertainty that exits in their (lack of) knowledge about the quality, reliability and assurance of the services.

The ISSAA is adaptable and adoptable by any community-of-interest.  The ISSAA is adaptable and adoptable by any community-of-interest.  The baselines contained in the Security Control Selection component were developed to be applicable to a broad range of systems.  However, the baselines may have to be adjusted for some type of systems (e.g., autonomic systems, real-time process control/SCADA systems, healthcare systems).  ).  In this case, the additional controls can be added to the list of functional security controls (if they are not already included) and the current baseline sets of controls can be modified/enhanced to accommodate the community-of-interest’s unique requirements.  
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Figure 2.  Security Activities within the System Development Life cycle


















General Support System Boundary





Subsystem Boundary





local area network bravo





local area network alpha




















Subsystem Boundary





system guard





Subsystem Boundary














System security plan reflects information system decomposition with adequate security controls assigned to each subsystem component


Security assessment methods and procedures tailored for the security controls in each subsystem component and for the combined system level


Security certification performed on each subsystem component and on system-level controls not covered by subsystem certifications


Security accreditation performed on the information system as a whole
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� Direct management control typically involves budgetary, programmatic, or operational authority and associated responsibility. For new information systems, management control can be interpreted as having budgetary/programmatic authority and responsibility for the development and deployment of the information systems. For information systems currently in the federal inventory, management control can be interpreted as having budgetary/operational authority for the day-to-day operations and maintenance of the information systems.


� Each subsystem component within the information system can be assigned a security categorization in accordance with FIPS 199. The overall security categorization of the information system can be determined by taking the high water mark of the security categorizations of the individual subsystem components.
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Security Control Documentation

In system security plan, provides a an overview of the security requirements for the information system and documents the security controls planned or in place



Security Categorization

Defines security category of information system according to potential impact of loss











 

Security Control Selection





Selects minimum security controls (i.e., safeguards and countermeasures) planned or in place to protect the information system

 

Security Control Assessment

Determines extent to which the security controls are implemented correctly, operating as intended, and producing desired outcome with respect to meeting security requirements











 

Security Control Refinement

Uses risk assessment to adjust minimum control set based on local conditions, required threat coverage, and specific agency requirements

 

System Authorization

Determines risk to agency operations, agency assets, or individuals and, if acceptable, authorizes information system processing

 

Security Control Monitoring

Continuously tracks changes to the information system that may affect security controls and assesses control effectiveness

Security Control Implementation

 

Implements security controls in new or legacy information systems; implements security configuration checklists
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