This letter brings up some issues regarding “system decomposition”, and your feedback is needed in order to proceed with development of ISSAA. These are not new issues, but an old discussion for the group. Stu and just want to settle the discussion, and propose to re-title the section concerned, dropping the case of system composition.
In IEEE terms, what we called a “section” is called a “clause”, so I will use the IEEE term from now on.

There are two cases in which the ISSAA draft considered how a system is composed:

1. Determining the Boundary of a System

a. A straightforward application of ISSAA to an existing system in which it is necessary to know what the boundary of a system is before writing a security plan, selecting security controls, etc.
b. Issue: None known. Group seems to be in agreement.


2. System Composition & Decomposition

a. Decomposition
i. This is really not decomposition of a system, but a process of identifying and examining components of a complex system, some components being systems themselves. 

ii. It is required because applying ISSAA at the boundary of a very complex system under review (SUR) would not make sense, not work well, and be extremely difficult. The purpose in doing this is practical and economic. It this approach is not permitted, it is doubtful ISSAA would be applied at all in some cases.
iii. ISSAA would be applied to system components with constant reference to the overall SUR security plan, and evidence developed for those components would be used in the meeting the ISSAA requirements for the SUR. This is done with certain knowledge that it is the best, but imperfect approach.
b. Composition

i. Example: When two enterprises merge, and two possibly unrelated systems are combined.

ii. Issue: How can previously developed ISSAA evidence on individual systems be re-used when composing a new system from existing ISSAA systems?

iii. Opinion: It is highly unlikely or impossible that such evidence can be re-used because security controls were selected according to unrelated designs, security plans, and not from an over all plan.
Proposal

Re-title clause 7 “Applying ISSAA to Complex Systems”, with the subtitle “Distributing ISSAA Conformance across Components of a Complex System”

Keep clause 7 as a normative part of the standard instead of making it an informative annex.

Expose the concept to others the IEEE software engineering community, even though software is only one aspect of our systems.
Address only case 7.a (decomposition) above, ruling out case 7.b (composition), but permitting aggregated systems without an overall design to be made well again by re-selecting security controls, etc.

Suggested wording for clause 7:


“In completing ISSAA actions such as control assessment of a complex system, if the complex system has identifiable sub-systems, then control assessments can be done for each of the identified sub-systems, and the results of those assessments can be used in the assessment for the complex system.

This applies to every ISSAA action, and the same can be done for system categorization, for control selection, etc.

This is an approved method for application of ISSAA to a complex system with sub-systems selected according to an overall design that is consistent with the resulting complex system security.
This method shall not be applied to a complex system lacking this design, and containing, for example, security controls inconsistent with the over all security of the complex system. Such complex systems may result, for example, from merger of two or more enterprises, and sub-systems may represent very diverse security plans or no security planning.
Complex systems resulting from aggregation of diverse security interests must bring their sub-systems into compliance with the over all systems security goals, by selecting different security controls, for example, before using evidence from ISSAA actions on sub-systems in the overall system’s ISSAA conformance evaluation.”
