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1.3. Conformance

In order to ensure trust of the system, interoperability and trust between systems sharing information, and trust between components that com​prise a system, it is required that a system and its components adhere to this standard.

a) Each component of the system that is externally identifiable shall fully comply with each of the constituent activities of the ISSAA standard, as listed here:

· Categorization and Mapping of Information and Information Systems

· Security Control Selection and Implementation

· Risk Assessment

· Security Planning

· Verification of Security Control Effectiveness (Certification)

· System Authorization (Accreditation)

b) Each component of the system that is externally identifiable shall fully comply with the process flow of the ISSAA standard, consistent with the relationships of the activities as depicted in the complete model. 
c) The system as a whole shall fully comply with each of the constituent parts of the ISSAA standard as listed under a) above.

d) The system as a whole shall fully comply with the process flow of the ISSAA standard, consistent with the relationships of the activities as depicted in the complete model.

e) All components must comply with the relevant clauses of the model as defined in the standard. However, user-defined processes and flows are permitted within the model. These specifically allow locally required or relevant extensions that are not defined in the model or its components, and these are the only mecha​nisms that may be used to extend the standard environment. This extension mechanism should not be used when an existing mechanism that may be used for the purpose (or a similar purpose) is present in this standard.

f) To conform to the ISSAA as a whole, a system shall incorporate the basic components that are described in this standard, and these processes and products must have the purposes described in these standards. It is permissible to create individual components that comply with one or more of the component standards but do not fit into a full set of the ISSAA standards.  As long as the relationships among and the flows between the remaining activities are maintained, this is considered partial conformance with the ISSAA standard.

