5. ISSAA  Model

ISSAA defines a standard process (i.e., is a process standard) for the cost-effective selection, documentation, implementation, and assessment, of security controls for an information system; and for making and maintaining system security accreditation decisions.  The ISSAA is comprised of a family of component standards (hereafter referred to as the “ISSAA family”) that will be developed in parallel with the ISSAA standard.   Each component in the ISSAA family performs a function that can be executed independent of the other components as long as the required inputs to the functions are provided (i.e., the function of each the components is completely described by its specification).  For this reason, each component can be expressed as stand-alone standard.  At the same time, there are several significant dependencies in the ISSAA family that are discussed in the description of the model below.

The model for the ISSAA and ISSAA family includes the following properties/characteristics:

The ISSAA is a cyclic process.   The natural starting point of the process is with the Security Categorization Component (see Figure 1).  Security categorization of the information system is the keystone function of the process that drives the intensity & rigor of the other components of the ISSAA family.  Following completion of the Security Categorization Component, the process would normally execute each of the following components in sequence until the process flows back to the starting point, and so on.  The components in the ISSAA family are ordered in the process flow so that the output of each prior component produces the required input for the following component.  However, as mentioned above, since each component will eventually be a stand alone standard, each component is able to perform its function when appropriate inputs are provided (i.e., each component can be executed in stand-alone mode outside the context of the ISSAA).  The components are connected in the ISSAA cyclical process, as indicated in Figure 1, specifically to satisfy the purpose of the ISSAA stated above (i.e., for the cost-effective selection, documentation, implementation, and assessment, of security controls for an information system; and for making and maintaining system security accreditation decisions).

To illustrate the above point, the Security Control Refinement component is used within the ISSAA to adjust (e.g., modify, enhance, reduce) the control set that was developed as output from the Security Control Selection component.  The Security Control Refinement component uses a risk analytic process to converge on a final control set that produces acceptable risk to the enterprise.  As a stand-alone standard, the Security Control Refinement component specifies a “standard” method for an enterprise to use to adjust the control set for any information system in the enterprise given a starting set of candidate controls.  Thus, the Security Control Refinement component, which will eventually become an IEEE standard, can be applied in situations outside of ISSAA.

The ISSAA applies to new systems and to legacy systems.  When applying the ISSAA to new information systems, the cyclic process begins with the Security Categorization Component.  For legacy information systems, the cyclic process begins with the component that is most appropriate for the operational information system at the time the ISSAA is applied.   In most cases this will be the Security Categorization Component if the security categorization of the information system has never been determined. When an information system is operational, dynamic events occurring during the system’s operation (e.g. a problem encountered during intrusion detection activities, a change in the system’s configuration, a change in the system’s requirements or overarching enterprise policy) can cause initiation of the appropriate component within ISSAA (e.g. risk analysis).  In this case, the cycle would continue with the next sequential component in the cycle as indicated by Figure 1

There are Component Dependencies in the ISSAA Family.  As indicated above, each component in the ISSAA family is intended to be a stand-alone standard.  However, when these components are used within the ISSAA, there are explicit dependencies that exist between the components.  These dependencies are described below:

Security Categorization Component:  This component impacts virtually all other components in the ISSAA Family.   The information system’s security category (i.e., Low Impact, Moderate Impact, High Impact) determines the intensity and rigor of the effort applied in executing/completing the other components.  For example: The set of baseline controls that result from applying the Security Control Selection component to a High Impact information system, is significantly increased in size, strength, and assurance over the set of controls that result from applying that same component to a Low Impact information system.  Likewise, the assessment of controls that takes place in the Security Control Assessment component would be much more rigorous for a High Impact information system than for a Low Impact information system.  The general principle here is that the rigor and intensity of the effort applied to each component is commensurate (i.e., scaled, in direct proportion to) with the security categorization of the information system.  For example, for a low impact system, the Security Control Assessment component allows a “self-assessment” rather than an assessment performed by an independent certification agent (i.e., independent of those that developed/implemented the system’s controls).  

Security Control Selection Component and the Security Control Refinement Component:  The security categorization of the information is used to select one of three baseline sets of security controls (i.e., Low, Moderate, High) within in the Security Control Selection Component.  The selected controls set is used as a starting point for the Security Control Refinement component.

Security Control Selection Component and the Security Control Assessment Component: The Security Control Selection Component contains a list of functional security controls organized by control families (e.g., Control Families include:  Contingency Planning, Physical Security, Access Control).  Each functional control in the list is expressed in two parts:  a base functional level (BFL) and possibly one or more enhancements to the BFL.   The sets of baseline controls are selected from the list of functional controls, including their enhancements.  The baselines form hierarchical subsets where the Low baseline is a subset of the Moderate baseline; and the Moderate baseline is a subset of the High baseline.  The baselines are formed as described in the Security Control Selection Component in Section 4:  Functionality of ISSAA and ISSAA Components above.  Associated with each baseline is a set of assurance requirements that are require to be met by the developer/implementer of the control—for each control in the baseline (i.e., one set of assurance requirements per baseline—but applied to each control in the respective baseline).  The dependency between the Security Control Selection Component and the Security Control Assessment Component is as follows: for each control in each baseline, there is a corresponding control assessment methodology specified in the Security Control Assessment Component which is to be used by the Certification Agent to determine if the control is operating as intended.  As indicated in the discussion of the Security Categorization Component above, in general, the rigor and intensity of the security assessment methodology will increase as the baseline increases.   

Security Control Refinement Component and the Security Control Documentation Component: The acceptable set of security controls, as determined by the Security Control Refinement Component are documented in the Security Plan that is developed as part of the Security Control Documentation Component.

Security Control Documentation Component:  A small part of the Security Control Assessment component and System Accreditation component takes place after the development of the Security Plan.  As a sanity check, the certification agent (CA) and authorization authority (AA) look at the analysis that lead to the Security Plan before allowing the implementation of the security controls to move forward.  The reason for the sanity check is to convince that CA & AA that the decisions made up to this point have been reasonable  (i.e., the Security Control Refinement component and prior analysis resulted in a set of controls that, if implemented correctly, will result in acceptable risk and in known acceptable residual vulnerabilities).  So, both the CA & AA must be convinced that if the planned controls are implemented correctly (and continue to function correctly), then the risk to the enterprise due to breaches in the systems confidentiality, integrity, and/or availability will meet their expectations.  A failure to pass this sanity check can cause a loop back to any of the preceding components.  This will result in a set of new controls that are documented in the security Plan.  The sanity check would be performed again.  Once the sanity check is satisfied, the organization may begin system development, which includes implementing the controls documented in the Security Plan.

Security Control Implementation Component and the rest of the ISSAA Family: Actual Iimplementation of the security controls documented in the Security Plan takes place in the Development/Acquisition and Implementation phases of the information system’s development life cycle (see Figure 2).  These are performed by the developer/implementer of the information system with help from the IT security experts on the system development team.  In addition to system design and coding, unit/integration system testing and evaluation and acceptance testing are include in these phases.   An important component of system testing and evaluation is security testing and evaluation (ST&E) where a ST&E plan is developed, the information system’s security functionality and performance are assessed using the ST&E plan, and the results of the ST&E are documented.  At the conclusion of the Security Control Implementation Component, the information system is ready to put into operation with all management, operational, and technical controls in place.   In the Security Control Assessment Component, the Certification Agent (CA) performs an independent assessment (i.e., independent from that performed by the development team during their ST&E) to determine the extent to which the security controls are implemented correctly, operating as intended, and producing desired outcome with respect to meeting security requirements. 

Security Control Assessment Component and the System Authorization Component:
The security control assessment report that is developed within the Security Control Assessment Component is a primary input to the System Authorization Component.  In the System Authorization Component, the authorization authority determines risk to agency operations, agency assets, or individuals and, if acceptable, authorizes information system processing.  If the decision results in an interim authorization to operate or a denial of authorization to operate, then corrective action is necessary  

The System Authorization Component and The Security Control Monitoring Component:  Once authorized to operate, the information system is considered accredited.  Once a system has been certified and accredited, it typically is not recertified and reaccredited until:

1. A significant change to the information system occurs (including changes to the hardware, software, firmware, and surrounding environment) that:

· Changed the systems security requirements 

· Caused a change in the systems ability to meet its security requirements

2. A pre-specified time limit was reach that required the system be recertified and reaccredited.

The Security Control Monitoring component addresses recertification and reaccreditation in two ways:

· Through configuration management and control where all changes to the systems configuration are assessed to determine their impact on the system’s security and to determine if the impact requires recertification and reaccreditation. This is essentially the same as 1) above.

· Through continuous assessments/monitoring of the controls to verify they are operating as intended and continue to do so. 

As long as major changes to the system’s configuration do not occur, continuous control assessment/monitoring ensures the system remains in a certified and accredited state.  If the continuous control assessment process uncovers a control that is not working as intended, steps are taken immediately to correct the operation of that control. Thus, as long as controls are operating as intended and no major perturbations to the system or its environment have occurred, there should be no need for recertification and reaccreditation. 

As with most components in the ISSAA family, this component is also impacted by the system’s security categorization.  As the security categorization of an information system increases, continuous control monitoring requires commensurate increases in the frequency of the control assessments and the number of controls that are assessed each time.  

The Security Control Monitoring Component and the Security Categorization Component: A change in the system’s configuration (including changes to the hardware, software, firmware, and surrounding environment) that potentially impacts the security of the system will require the ISSAA process to restart at the Security Categorization component and continue through the rest of the ISSAA process cycle.  Depending on the severity of the impact, the resulting actions can require no changes to the system’s controls (i.e., recertification & reaccreditation would not be necessary) or minor/major changes to the system’s controls where recertification and reaccreditation would be required.  The decision to recertify and reaccredit would typically be made after the completion of the Security Control Documentation component.  If no changes to the system’s controls were required, the cycle would continue with the Security Control Monitoring Component, by passing the components in between.

There is a Relationship Between the ISSAA Process and the Operational System the Process is Applied to: The ISSAA is a process standard.  Its purpose is to manage the health/state of the security controls in any system (i.e., selecting, implementing, assessing, and monitoring the system’s security controls.)  As such it is generic and independent of the type of system being managed.  

After the System Authorization component is completed within the ISSAA family, the system begins its operational mode as an independent, parallel, asynchronous activity to the on-going ISSAA process for the system (i.e., the system is in operation with all its controls active.)  However, even though the ISSAA process and the operational system are going on in parallel, there is a relationship between certain events in the operational system and the ISSAA cyclic process (i.e., feed back) that affects the dynamic aspects of the ISSAA 

When a system is in operation (after accreditation approval), its controls are active, including its VPNs, intrusion detection, virus scanning, I&A, etc. controls (i.e., all the controls that were selected & implemented as part of the ISSAA process.)  As such, these controls are dynamically performing their intended functions.   When something occurs in the system that requires action (e.g. discovery, through intrusion detection, of a new threat type), the/an appropriate action within the ISSAA is taken.  So, for example, this may require the risk analysis part of ISSAA be initiated –or some other part of the ISSAA process.  While the ISSAA is generally a cyclical process, any part of the process can be initiated due to a security-related event encountered during operation.  The main point here is that there are two asynchronous processes going on at the same time: the ISSAA cyclic process, under its timetable, and the system’s operation, including the functioning of its security controls.  Since a problem encountered during system operation can cause a perturbation in the ISSAA cycle to address/correct the problem, the ISSAA is also dynamically able to adapt to respond to immediate problems encountered in the system’s operation.  The time to respond to and correct a problem in the operational system can be (and should be) commensurate with the security categorization of the system and the type of system the ISSAA is being applied to (e.g., SCADA/real-time control systems that control nuclear power plants could require very rapid response times based on the dynamic nature of the information system, safety concerns, the security categorization of the system, or all three).  Furthermore, the ISSAA process does not specify or require specification of a fixed cycle time.  Rather, the ISSAA cycle time is a function of the system it is being applied to.  In general, the cycle time of the ISSAA process should be commensurate with the dynamics of the system it is being applied to and with its security categorization.  So, for example, one would expect the ISSAA cycle time to be greater for a High Impact system than a Moderate Impact system. 
It should be noted that the feedback between the asynchronous operational system and the ISSAA process has the potential for the ISSAA process to inadvertently introduce instabilities in the system in operation.  However, recognize that the ISSAA components are expected to be future IEEE standards–not arbitrary actions.  Of course there are conformance issues (i.e., were the implementation/actions of the standard ISSAA components performed in accordance with standard’s specifications?) and issues of competency/judgment/subjectivity in performing the standard actions.  These permit many ways/opportunities to introduce instabilities (erroneous decisions) into the system of operation through incompetence or through incorrect/incomplete analyses.  However, the purpose of ISSAA is to create an environment that facilitates controlled changes that are needed to continuously maintain the health of the security controls in the information system—either through the cyclic ISSAA process or when otherwise required (e.g., through feedback from the operational system, due to changes in policy/legislation, due to increased/new threats).  So, if performed properly, the ISSAA process should help preclude instabilities rather than cause them.

There is a  Relationship Between the Information System, the Enterprise, and the Global Information Infrastructure.   As described above, although the ISSAA is a system-centric process, it is intended to reduce risk to the enterprise from a breach in security in the information system.  This means that decisions made to improve the security of the information system are made in the context of the information system’s role/contribution to the overall mission of the enterprise.  

At a higher level of abstraction, the context for the enterprise is the global information infrastructure the enterprise (and its information systems) resides in.  In that global information infrastructure there may exist many trust relationships that can be used by enterprises that wish to enter into business negations/ventures with other enterprises.  An example is a Public Key Infrastructure with a central trusted authority for creating, distributing, and controlling use of encryption certificates.  Security services typically provided by such trust relationships include digital signature capabilities, integrity verification, non-repudiation, authentication, and confidentiality/encryption.  

When an enterprise enters into one or more trust relationships, it can use the services provide by the trust relationships to supplement or complement the controls required within an information system.   However, in the case of trust relationships, the enterprise is assuming that something equivalent to ISSAA process is being applied to the trust mechanisms that implement the services of the trust relationship to ensure the services operate correctly and they do not compromise the enterprise’s information systems.  Because different trust relationships provide varying degrees of “trust”, trust relationships cannot be treated equally when using their services (i.e., there is always a degree of uncertainty in the quality and correctness of the services provided).  

Within an enterprise that is part of one or more trust relationships, the services provide by a trust relationship may be used in the selection of controls for specific information systems.  For example, instead of deciding to implement (in pair-wise connected information systems) peer-to-peer non-repudiation services between two enterprises, the decision may be made to utilize the services of a trust relationship that both enterprises are members of.  Recognize that, in the context of the ISSAA process, assessment of these non-repudiation controls (or of any controls provide through a trust relationship) will not be possible as part of the ISSAA process as they are external to the enterprise and the information system—the non-repudiation service will have to be “trusted” to some degree.  

The ISSAA takes an information system-centric approach where system owners focus on controls for their system based on the threats they are concerned about.  They institute protection against those threats based upon their risk analysis.  If they are depending on the services of trust relationships to provide protection, they can take this into consideration in their risk analysis.  However, when they perform their risk analysis, they must also take into consideration the uncertainty that exits in their (lack of) knowledge about the quality, reliability and assurance of the services.

The ISSAA is adaptable and adoptable by any community-of-interest.  The ISSAA is adaptable and adoptable by any community-of-interest.  The baselines contained in the Security Control Selection component were developed to be applicable to a broad range of systems.  However, the baselines may have to be adjusted for some type of systems (e.g., autonomic systems, real-time process control/SCADA systems, healthcare systems).  ).  In this case, the additional controls can be added to the list of functional security controls (if they are not already included) and the current baseline sets of controls can be modified/enhanced to accommodate the community-of-interest’s unique requirements.  
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Figure 2.  Security Activities within the System Development Life cycle
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