Does the ISSAA apply to Autonomic (adaptive) systems?
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Chris Daly & John James have raised the question of whether the proposed ISSAA is applicable to adaptive/autonomic systems.  While I am not an expert on such systems, after reading the email discussions, I have concluded that the ISSAA is generic and applies to all systems regardless of system type.  The ISSAA identifies the actions to be taken in broad, high-level terms.  System characteristics (such as adaptive/autonomic) impact the implementation of ISSAA concepts, but not the ISSAA concepts themselves.  Below I outline the reasons why I have come to this conclusion.

The ISSAA Process

The ISSAA is a process for the selection, implementation, assessment, and continuous monitoring of IT security controls for an IT system; and for the security accreditation decision that is made for that system.  The controls selected (i.e., as a result of applying the ISSAA process) provide protection for the IT system against those threats considered to be important to the IT system (i.e., not all possible threats).   The security accreditation authority takes the assessment results (i.e., certification results/report) into consideration in making a risk-based decision to operate/continue to operate the system or not.  

Bottom Line: ISSAA is all about the process of selecting, implementing, assessing, monitoring “IT security controls”—it is at a higher level of abstraction than the specific security controls (e.g., I&A, ID, virus controls, training & awareness) that are selected/implemented as a result of applying the ISSAA process.

Autonomic systems

My understanding is that autonomic systems are ones that are self-adapting, self-modifying, self-configuring, self-healing, self-optimizing, self-protecting.  In other words, they can change/modify their behavior as their environment (physical, IT, networked, global, battlefield) changes.  Such systems can range in type from logistics systems to robotic systems to battlefield support systems.

To my knowledge, there are two ways (at least?) autonomic systems can function:

Anticipatory events/responses:  Such systems derive/obtain their functionality from code sets and/or table entries that have been predetermined based on anticipated environmental stimulus

Unanticipated events/responses: By actually modifying (in real-time) their internal code base and/or internal “driver” tables to respond to anticipated and unanticipated environmental stimuli (very dangerous thing to do).  Such modifications would most likely be made by internally programmed heuristics in the context of the external stimuli.

In both cases above, the primary issue with such systems is the “correctness & assurance” of the table, code, heuristics, and /or algorithms that are used to make dynamic decisions, including any self-adaptive, self-etc. behavior.  The correctness & assurance of the table, code, heuristics, and /or algorithms used to make decisions are not security issues per se.  Proving the “correctness & assurance” of dynamic self-adapting functionality is a research issue and goes well beyond the intent of the ISSAA—and should not be made a part of the ISSAA.  The ISSAA is independent of specific research-oriented methods/approaches used to prove the functional correctness & assurance of such systems.   

ISSAA & autonomic systems

The intersection of the ISSAA and autonomic systems occurs when some of the “security controls” of the autonomic systems are implemented in a self-adaptive, self-etc. manner since, within the ISSAA, these controls would have to be “assessed” and “continuously monitored” in order to support an accreditation decision (and reaccredidation decision).  While we have a good handle on how to assess “normal” IT security controls (e.g., testing, analysis, observation), we have no such ability to assess self-adaptive, self-etc. security controls for the same reasons discussed above.  Proving the correctness (and continued correctness) of such controls requires the same type of research-oriented correctness & assurance methods/approaches discussed above for dynamic self-adapting functionality.   This is not a fault of the ISSAA.  It is the result of selecting security controls for the system that are dynamic self-adapting and hence require very different assessment methods—but the ISSAA process is not changed by this since the controls still require assessment (i.e., proof of correctness of the code, tables, heuristics, algorithms, etc.) to ensure the control is correct and will continue to operate correctly under all environmental conditions.

An autonomic system still needs to be accredited to be placed into operation—and this decision is based on the control assessment discussed above.  The continuous monitoring phase of the ISSAA is still required as it is with all other systems—although for dynamic self adapting controls this is again more difficult (a research problem?).

ISSAA and system operation

Finally, I think one has to be clear about relationship of the ISSAA to dynamic controls that are in place and that are functioning during system operation.  Recall above that I indicated that:  ISSAA is all about the process of selecting, implementing, assessing, monitoring “IT security controls”—it is at a higher level of abstraction than the specific security controls (e.g., I&A, ID, virus controls, training & awareness) that are selected/implemented as a result of applying the ISSAA process.

One should assume that when a system is in operation (after accreditation approval), its controls are active, including its VPNs, intrusion detection, virus scanning, I&A, etc. controls—i.e., all the controls that were selected & implemented as part of the ISSAA process.  As such, these controls are dynamic and are “doing their thing”.  When something is discovered that requires action (e.g. discovery, through intrusion detection, of a new threat type), the/an appropriate action within the ISSAA is taken.  So, for example, this may require the risk analysis part of ISSAA be initiated –or some other part of the ISSAA process.  While the ISSAA is generally a cyclical process, any part of the process can be initiated due to a security-related event encountered during operation.  The main point here is that there are 2 asynchronous processes going on at the same time.  The ISSAA life cycle process under its timetable and the system’s operation, including the functioning of its security controls.  Thus, a problem encountered during system operation can cause a perturbation in the ISSAA cycle to address the immediate problem.  This paragraph is meant to elaborate on my initial response (See “Stu's Response Message on Threats” in the Documents Section of http://issaa.org/documents/index.html)

