Comments on: “A Trust Framework for the DoD Network-Centric Enterprise Services (NCES) Environment”

Stu Katzke

In a recent email from Jack Cole, Jack indicated that Chris Daly, IBM 

1. Suggested that ISSAA should consider an architecture embracing dynamic threat assessment, and 

2. Requested comments on the NCES document

I addressed 1. above in another note entitled: Does the ISSAA apply to Autonomic (adaptive) systems?
In this note I would like to provide some comments on the NCES document—particularly as it relates to the ISSAA.

NCES & ISSAA System boundaries—initial thoughts

The argument was made that boundaries for many types of systems are difficult/impossible/useless to draw due the highly networked nature of such systems and the fact that such systems include third party components/services that are not under control of the organization applying the ISSAA—but are being used by the system.  It is argued that a different model/framework is required—a Trust framework.   While I understand the complexities of today’s world and the need for more “global” solutions, I do not recommend waiting until all or part of the global infrastructure transitions to the proposed Trust framework.   The ISSAA approach allows an organization to self-protect (through control implementation) in order to “get their job done”.    The ISSAA is an organization-centric view of systems that allows an organization to define system boundaries and to attempt to protect systems to the best of its ability.    If the system uses questionable/untrusted services or partners, then the organization must take this into consideration in the context of its mission requirements, risk analyses, and risk acceptance by including controls that minimize its risk.  There are many different types of controls/technology (e.g., crypto, PKI, VPNs) that can be applied between partners to isolate, mutually protect, and trust each other.  The difficulty of course is getting all this technology to work with all ones partners in a global manner in a seamless way.  

While it is intellectually interesting to think about possible frameworks (and transition strategies) that better represent and manage connectivity between questionable/untrusted services or partners, it is another to build consensus (national & international) to adopt such frameworks, to initiate implementation, and to achieve a successful implementation/transition.  While protecting at a system level (as ISSAA assumes) is not optimal, there are still vast improvements organizations can make in improving system protection before we even consider going down other unproven and as yet unimplemented paths.

Trust Framework for the DoD Network-Centric Enterprise Services Environment

While I have not yet had a chance to read Chris Daly’s, A Trust Framework for the DoD Network-Centric Enterprise Services (NCES) Environment, it seems at first glance to a DoD-centric, large scale, framework approach to providing trust throughout the complete DoD infrastructure—including the battlefield (and the commercial sector?).  I have no objections to anyone proposing & vetting new/futuristic frameworks/approaches—we certainly need significant improvements to what we have now.  However, in the past, DoD-centric approaches have not succeeded or translated well to commercially–oriented environments nor have been adopted by the commercial sector for several reasons:

· Implementation and deployment throughout DoD is never completed.  Usually the prior approach is abandoned or replaced by a new approach well before successful implementation of the prior approach is completed and its benefits realized.  What happened to MISSI & Fortesa?

· DoD is not a monolithic organization so there is no “total” DoD buy-in and/or implementation across DoD and its allies

· DoD-centric approaches based on multilevel security models often can’t be made to work in commercial environments

· DoD-centric approaches are a “turn-off” for non-DoD related organizations because the DoD jargon and concepts don’t translate well into the commercial sector world

For the above reasons, I see no compelling reason to consider standardizing on the NCES Trust framework.   With all due respect:  until it is demonstrated that this approach will actually work in practice and that, if adopted by the rest of the non-DoD world, the approach would actually allow the non-DoD world to interoperate in a more secure, practical, and useful manner, I would not recommend considering this primarily DoD-centric approach for non-DoD/commercial sectors (even if it does have applicability in the non-DoD world).  

I would welcome a discussion at the next ISSAA WG meeting on the NCES Trust Framework—particularly regarding its relevance to the proposed ISSAA.  Perhaps we can get Chris to provided an overview briefing and explain how/why/what makes the NCES approach more relevant to the commercial sector than prior DoD-centric approaches.  Perhaps, and more important, the framework requires a significant change in supporting infrastructure – it is a huge undertaking to move from where we are today to the end point envisioned in the NCES document.  Chris estimates a 15-20 year transition period predicated on starting now in 2004.  I don’t know how committed DoD is to the NCES framework but unless DoD is already totally committed, you can add additional years on to Chris’ estimates.  Please note that at this point I cannot even tell you if I think the framework is technically achievable and practical (since I haven’t read it thoroughly yet) but, based on past observation, I have serious doubts that DoD would be able to get the NCES in place in the near future—if at all.

