To: Attendees at the March 25th IEEE IA Information System Security Assurance Architecture (ISSAA) meeting

From: Stu Katzke, NIST

Subject: Question raised on where in the ISSAA are newly discovered threats addressed

While we were discussing the ISSAA, I was asked if new threats (i.e., threats not considered or not discovered prior to selecting and implementing security controls) caused any reconsideration of security controls – and where in the ISSAA this reconsideration occurs.

After thinking about this, I have the following thoughts/response:

First thing to note is that most threat information that is publicly available is very non-specific and/or inaccurate.   So, even if a specific new threat were discovered, the threat data associated with that threat would most likely not be good enough to act upon in “risk analytic” manner.  However, if threat data associated with a newly discovered threat was credible and is of concern/relevance to the system under consideration, the risk analysis process is the place to begin investigating the impact of the threat on currently selected controls.  There is no “wait/watch for new threat” activity in the ISSAA.  The closest thing there is in the ISSAA is the “continuous monitoring” activity--which is intended to look at the “control health” of selected controls on a periodic basis.  I suppose one can assume that activity includes assessing the adequacy of current controls when new threats are discovered.  However, the assessment of the impact of new threats on the system should really be done in the context of a system risk analysis.

Furthermore, in 800-53, the threats in the taxonomy are described in a generic way.   The threat taxonomy stays at a level of abstraction well above specific threats.  For those of you that are interested, I suggest you look more closely at the threat taxonomy.  You will find, for example, the taxonomy would characterize a generic type of threat as follows:

Type: Network attack
Capability of the attacker:


Sophistication of the attack: low


Access to the system: outsider (i.e., non-user)
Intent of attacker: malicious
Resources of attacker: minimal

This description is generic enough to include viruses and worms.  If security controls were selected to protect against this type of attack description, a newly discovered virus would (hopefully) not cause any reconsideration of security controls.

I hope this responds to the question raised (rather than raise new ones).

Your thoughts welcome

Stu

