IEEE Information System Security Controls Architecture (and Related Standards & Guidelines)

Introduction

IEEE is initiating a working group (WG) to develop an information system security controls architecture (ISSCA) for:

· Assessing the criticality of a system, 

· Selecting adequate cost-effective controls for the system based on its criticality, and, after the system is operational,

· Verifying (on a continuing basis) that the intended controls are operating effectively 

The result of the control verification process is intended to be used by an organization’s approving authority (in conjunction with other factors) to determine if the system should be placed into operation (or should continue operation in the case of an already operational system). 

Following the development of the architecture, specific standards/guidance documents will be developed by the WG for the components of the architecture.

As a starting point, NIST has offered to contribute the ISSCA it has recently developed, including the set of supporting standards and guidelines, for the WG’s consideration.   NIST is providing these contributions for the purpose of encouraging convergence within the government and commercial sectors on a common ISSCA and a set of supporting processes.  The ISSCA and supporting processes may be issued as  a combination of IEEE standards, guidelines, or other technical documents, as appropriate.

The following section describes NIST’s proposed ISSCA and supporting standards/guidance documents.

ISSCA

NIST is currently revising its 1983 Federal Information Processing Standards (FIPS) Security Certification &Accreditation guideline (http://csrc.nist.gov/publications/drafts/sp800-37-Draftver2.pdf) with the goal of developing an approach that can be adopted/adapted by all U.S. government agencies; and by the commercial sector as well. 

For definition purposes:

System Security accreditation is the official management decision to authorize operation of an information system. This authorization, given by a senior agency official, is applicable to a particular environment of operation, and explicitly accepts the risk to agency operations (including mission, functions, image, or reputation), agency assets, or individuals, remaining after the implementation of an agreed upon set of security controls.
Security certification is the comprehensive evaluation of the management, operational, and technical security controls in an information system. This evaluation, made in support of the security accreditation process, determines the effectiveness of these security controls in a particular environment of operation and the vulnerabilities in the information system after the implementation of such controls. 

The security C&A guideline is being proposed in the context of a broader information system security controls architecture (ISSCA—see Figure 1 in attachment), which includes:  

· FIPS 199 for categorizing the criticality (i.e., impact due to loss of confidentiality, integrity, & availability) of information & information systems (FIPS 199: http://csrc.nist.gov/publications/drafts/FIPS-PUB-199-ipd.pdf).

· A NIST Special Publication (SP) 800-60 providing guidance for mapping specific information types (e.g., privacy, medical, financial, process control) into the FIPS 199 criticality categories (Volume 1: http://csrc.nist.gov/publications/drafts/draft-sp800-60V1.pdf and Volume 2: http://csrc.nist.gov/publications/drafts/draft-sp800-60V2.pdf )

· A NIST SP 800-53 (http://csrc.nist.gov/publications/drafts/draft-SP800-53.pdf ) on required minimum controls and recommended control baselines (i.e., Basic, Enhanced, & Strong control sets) to use as a starting point for the security risk analysis process.  The recommended control baselines are tied directly to the system criticality categorizations of Low, Medium, and High impact systems.

· A NIST SP 800-30 (http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf ) providing guidance on how to perform risk analysis for the purpose of converging on a set of controls that balance the cost of implementing the controls against acceptable risk to the organization.

· A NIST SP 800- 18 (http://csrc.nist.gov/publications/nistpubs/800-18/Planguide.PDF) providing guidance on the contents of a system security plan that documents the system’s security objectives, configuration, planned security controls, and remaining vulnerabilities (i.e., approach assuming vulnerabilities are never zero) 

· A NIST SP 800-37 (http://csrc.nist.gov/publications/drafts/sp800-37-Draftver2.pdf) that defines the C&A process.  The NIST C&A process is applied to an IT system as an integral part of the system’s development life cycle (SDLC) process and utilizes “evidence” produced by the SDLC to enhance and reduce the C&A effort.  

· A NIST SP 800-53a (planned) on how to validate that controls are effectively implemented with levels of assurance commensurate with the system’s level of criticality.  800-53a, used in conjunction with 800-37, provides technical guidance on how to validate security controls are effectively implemented.  Security control validation is an integral part of the C&A process.  

The results of NIST’s work (above) will be contributed to the working group (WG) as a starting point for the WG’s efforts.  

It is anticipated that the first WG activity will be to agree upon an ISSCA and issued it as an IEEE standard or guideline, as appropriate.  Following the completion of the ISSCA, it is anticipated that the WG will continue development of the supporting guidance documents of the ISSCA.  The number of supporting documents and length of time to complete these tasks will depend upon the final contents of the ISSCA.  

