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Introduction

(This introduction is not part of IEEE P1700, Standard for Information System Security Assurance Architecture.)

This is the first of a group of standards to be used to certify and subsequently to accredit information systems so that behavior of those systems is reasonably assured. The other standards in this group are component standards to this architecture. Making a single standard encompassing all of these components was rejected: such a standard would be too complex, impossible to publish in a meaningful time frame, present unattainable conformance, and defeat the dynamic aspect of certification required. The granularity of a group of component standards offers all the benefits that a single standard could not: manageable complexity, attainable conformance, dynamic updating (the standards themselves must be adaptive along with various aspects of certification), and shorter publication timeline.
At the time this standard was completed, the working group had the following membership:

John L. (Jack) Cole, Chair
T. Scott Ankrum
Alicia Clay
John James
Stuart Katzke
Charles Kennedy
Dan Lindner
John Sforza
Eric Speight 
Nat Subramonian
Jim Veneziano
Richard Walker

The following members of the balloting committee voted on this standard. Balloters may have voted for approval, disapproval, or abstention. (To be provided by IEEE editor at time of publication.)
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IEEE Standard for
Information System Security Assurance Architecture (ISSAA)
1. Overview

The IEEE Information System Security Assurance Architecture (ISSAA) provides a comprehensive model for ensuring the effectiveness of information security controls over information resources that support enterprise operations and assets.

The associated family of IEEE ISSAA standards defines components of this model and their interactions.

These standards enable certification and accreditation of information systems, resulting in a trusted, adaptive environment that assures timely delivery of information, subject to well-known quality of service requirements, in the presence of failures and other threats.

ISSAA certified systems will range from desktop computers, to data centers, to multinational corporate information systems, to battlefield information systems, and to systems of systems. Certified components of such systems will interoperate with other IEEE ISSAA certified components.
The IEEE ISSAA does not presume any particular environment, set of hardware and software, or scale of system, and allows both individuals and organizations that have diverse systems to utilize their information assets in a trusted manner. 

Use of IEEE ISSAA standards will allow greater interoperability among organizations and permit trusted information sharing.

1.1 Scope
The ISSAA standards published by the IEEE define the architecture, process model, and interaction behaviors that are required in any ISSAA certified system. These standards are not intended as a tutorial or textbook, nor do they provide a cookbook for implementation certified systems. The standards are organized to be of use to several audiences:

a)
Those interested in an introduction to the ISSAA and its benefits will find this standard, IEEE Std 1700-2005, to be a reasonable, though technical, introduction to the model.

b)
Those interested in security control selection will find IEEE Std 1700.1-2005 to be essential.

c)
List other components here as in (b) above. ???
d)
Those interested in implementing the entire ISSAA family will find all standards in the IEEE ISSAA suite of standards to be required reading.

A family of IEEE 1700 standards describes the ISSAA. This modular approach to standardizing an ISSAA per​mits a granularity of conformance not possible otherwise, and allows a degree of independent evolution for the components of an IEEE ISSAA. Nevertheless, the overall architecture is described in IEEE 1700-2005, and fundamental information (including the component model) that is common to all related standards is communicated through that standard. Reference to the ISSAA is crucial in under​standing the associated standards, and the components of an ISSAA certified system.

The set of standards that comprise the IEEE ISSAA family are listed in Table 1.

Table 1 – The IEEE ISSAA family of standards
	Standard
	Description

	IEEE Std 1700-2005
	IEEE Information System Security Assurance Architecture (ISSAA)

	FIPS 199 (Complete)
SP 800-60 (In Progress)
	Categorization & Mapping of Information and Information Systems

	FIPS 200
SP 800-53 
	Security Control Selection & Implementation

	SP 800-30 (Complete)
	Risk Assessment

	SP 800-18 (Complete)
	Security Planning

	SP 800-37 (In Progress)
SP 800-53A (In Progress)
	Verification of Security Control Effectiveness

	SP 800-37 (In Progress)
	System Authorization


Readers should be aware that these standards are primarily reference documents, and as such, may be orga​nized in a manner that is not conducive to sequential reading. (Feel free, for example, to skim or skip ahead of the Definitions clause, Clause 3 in this standard, as you read.)

The authors of the IEEE 1700 standards expect that additional publications that document aspects of the ISSAA will appear over time. It is intended that the IEEE ISSAA suite of standards be considered the definitive reference to the standard, and that these additional publications exist to explain, clarify, and amplify the ISSAA standards.

It is expected that vendors will implement proprietary products that add value to systems that are certified using the IEEE ISSAA. These proprietary products must not change the required aspects of the standard as addressed in the IEEE standards. These products may significantly improve the functionality and usability of a standards-based system. Over time, such proprietary extensions may be proposed as additions to the IEEE standard. Until such time as an extension is transformed into an approved IEEE standard, it shall not be referred to as a standard.
1.2 Purpose

This standard describes the motivations for the overall Information System Security Assurance Architecture . Although the architecture may suggest a particular design or implementation, it is not the IEEE’s intent to favor a specific implementa​tion satisfying the ISSSA. Indeed, it should be possible to implement a number of solutions to satisfy the ISSSA.

The ISSAA model . The model has the following properties:

a)
It is scalable to be effective in environments as small as a single individual’s office or home and as large as a multinational corporation, educational or scientific institution, or government archives. 

b)
It is platform neutral and operating system independent to work with existing computer systems from multiple vendors with varying degrees of security requirements.

c)
It is effective for  distributed systems

d)
It is content neutral, and does not have any inherent understanding of the content of the information processed, stored, or transmitted by systems. Criticality of information is a judgment of the information owner.

e)
It is application independent 

f)
It is designed to be modular to allow independent groups to work on components of the ISSAA inde​pendently; the modularity is provided by strong, flexible interfaces that can evolve over time.

g)
It allows multiple implementations to interoperate seamlessly.

h)
It is adaptive…

The key to the architecture is to clearly define the basic functionality that the an ISSAA certified system must provide, and to declare specific points in the functionality to provide defined interfaces that allow independent com​ponents to interoperate.

Create Trust

Advance IA

Provide a comprehensive framework for ensuring the effectiveness of information security controls over information resources that support enterprise operations and assets;

Recognize the highly networked nature of the current information environment and provide effective enterprise-wide management and oversight of the related information security risks, including [FISMA] coordination of information security efforts throughout the civilian, national security, and law enforcement communities;

Provide for development and maintenance of minimum controls required to protect information and information systems;

Provide a mechanism for improved oversight of information security programs; and
Recognize that the selection of specific technical hardware and software information security solutions should be left to individual organizations from among whatever sources are deemed appropriate: commercial marketplace, opensource, government.

1.3 Conformance
In order to ensure interoperability and trust between systems sharing information as well as between components that com​prise an installation, it is required that components adhere to this standard.

a)
When a component accepts a defined protocol, it shall accept that protocol in its entirety—subsetting is not permitted. Note that the protocols are versioned, so compliance is with a specific version of a specific protocol. In general, a component is expected to start by supporting the current version of the protocol(s) it supports, and then as new versions of the protocol are introduced, the component will continue to support older versions.

b)
When a component generates a defined protocol, as with autonomic systems, it shall generate protocol that fully conforms to the specifications given in this standard—additions, modifications, and exten​sions are not permitted.

c)
All components must comply with the relevant clauses of the model as defined in the standard. However, user-defined attributes and component-specific actions are permitted within the model. These specifically allow a pair of components to incorpo​rate exchanges that are not defined in the model or its components, and these are the only mecha​nisms that may be used to extend the standard environment. This extension mechanism should not be used when an existing mechanism that may be used for the purpose (or a similar purpose) is present in this standard.

d)
If an experimental, non-conforming version of a protocol is required, this may be done only if the protocol name is changed. It is suggested that such an experimental version be a superset of an existing, defined version of a protocol. This methodology allows unilateral extension of a protocol, but the extended language is no longer a part of this standard. This mechanism should be used for experimental implementations of features, which would at some future date be incorporated into a standard version of the protocol.

e)
To conform to the ISSSA as a whole, a system shall incorporate the basic components that are described in this standard, and these software components must have the functions described in these standards. It is permissible to create individual components that comply with one or more of the component standards but do not fit into a full set of the ISSAA standards; this is considered partial conformance with the ISSAA standard.
2. References
This standard shall be used in conjunction with the following publications. When the following specifications are superseded by an approved revision, the revision shall apply.

ISO 3166:1993, Codes for the Representation of Names of Countries.
3. Definitions, abbreviations, and acronyms
3.1 Definitions
For the purposes of this standard, the following terms apply:

3.1.1 information assurance
3.1.2 certification: Blah blah blah.
3.1.3 accreditation
3.2 Abbreviations and acronyms

FISMA: Federal Information Security Management Act
4. Functionality

4.1 Information System Risk Management

Categorize the information system

Select set of minimum (baseline) security controls

Refine the security control set based on risk assessment

Document security controls in system security plan

Implement the security controls in the information system

Assess the security controls (C&A)

Determine agency-level risk and risk acceptability (C&A)

Authorize information system operation (C&A)

Monitor security controls on a continuous basis (C&A)


[image: image1]
5. Model

5.1 Categorization & Mapping of Information and Information Systems

5.2 Security Control Selection and Implementation
5.3 Risk Assessment

5.4 Security Planning

5.4 Verification of Security Control Effectiveness

5.5 System Authorization
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